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Abstract

In recent days possible attacks on the networks has been increased and causing huge financial loss
for the various organization due to lack of proper security standards. Modern networks have
several services and zones like Voice, Data, ISP networks, Access control, surveillance, DMZ
zones and hosting websites etc. Proper planning and access control within each zone are important
to avoid network compromise. This research details on how the network can be security standards
can be implemented using effective controls, in and out of each service zones. The focus of this
research is intended to reduce down time and loss of service in an event of a network compromise
or an external attack such as DoS, Distributed Denial of service attacks, Brute Force attack, Packet
Sniffing and phishing attacks. The results confirm, when the network is structured using effective
controls, in and out of each service zones will increase the security, decrease the down time and

extent of compromise.
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Abstract

In recent days possible attacks on the networks has been increased and causing
huge financial loss for the various organization due to lack of proper segregation.
Modern networks have several services and zones like Voice, Data, ISP networks,
Access control, surveillance, DMZ zones and hosting websites etc. Proper planning
and access control within each zone are important to avoid network compromise.
This research details on how the network can be segregated using effective controls,
in and out of each service zones. The focus of this research is intended to reduce
down time and loss of service in an event of a network compromise or an external
attack such as DoS, Distributed Denial of service attacks, Brute Force attack, Packet
Sniffing and phishing attacks. The results confirm, when the network is segregated
using effective controls, in and out of each service zones will increase the security,

decrease the down time and extent of compromise.
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CHAPTER-1
| INTRODUCTION

Modern networks have several services and zones like Voice, Data, ISP networks, Access control,
surveillance, DMZ zones hosting websites etc., proper planning and access control from and within

each zone is important to avoid compromise [1].

In this research we would research how the network can be secured using effective controls, in and
out of each service zones. Generally, firewalls are made to protect in opposition to un-validated
logins from external network [2][3]. Mostly firewall depends on the capacity of the firewall, it
permits the valid users to pass the traffic both inbound and outbound of the network. However,
physical security is like armed guard and security can be used to protect our network physically,

where as the firewall secures the network from the remote logins.

Firewall is the singe choke point control which grants and rejects the traffic looking into the
configuration. Administrator can audit each and every connection that has passed through the
firewall [4][5][6]. Firewall configuration is the key for the protecting the network, firewall policy
should also match with the organization policy in-order to provide effective controls on the
network. It has helps in preventing the malware and wasting of the bandwidth by utilizing the

unwanted service, which hammer the operation of the organization.
1.1 Two firewall types

I. Application layer firewall

ii. Network layer firewall

Firewall’s are now not much extraordinary as we think, which purely depends on the mechanism
that we use to allow and omit certain connections in the network [6][7][8]. Standards like ISO —
“International Standard Organization” and OSI — “Open system Interconnect” mannewuin defines
types to be includes seven layers, the place every layer gives offerings to other higher layer on the
relay. The vital issue to apprehend is forwarding technique can perform interaction between the

firewall. Usually it is valuable to secure the system with firewall. Most of the organizations prefer
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this type of security. Protecting the network form the unauthorized user accessing the valid
network and infecting the network with the can be better handled using the combination of both

hardware and software-based firewall [1].

Firewalls stops the traffic from the non-public network on the internet. Each packet that flow
through the protected network need to flow through the firewall for the authentication process.
Based on the organization policy the packets are decided to pass through or blocked by the firewall.
Firewall rules can be customized in-order to increase the security features which enables more

protection for the network [9].

Firewall basically use the source, destination and port number of the incoming packet to the
network. Routers are the simple layer firewall where it helps to find the packet arrival and the
discard on the network. The network setup needs to be configured based on the security policy put
in place which helps to secure the entire network. Filters were used to list filter the content and
analyses the utilization of the services. Transparent firewall like software based helps to increase
the network security [10].

Lots of sophisticated has been increased in the community layer firewalls have come to be an
increasing number, and now hold interior data about the nation of connection. Most of the software
layer firewall is not transparent to the end user. Update on the older version and enhancement has
increased the efficiency of the software-based firewall. Cost effective way to protect the network
form the intruder [11][12][13].

Community and utility layer firewall is the future which helps to grant more precious audit and
grant. Checking for the malwares is the key to protect the network from the internal and external
stakeholder. Firewall helps to mange data packet and manage connections. Access rules were set
in order to check for the validity of the user. Packet inspection is the one of the ways to analyses
the packet in the network which helps prevent the denial of service attacks. Fare adoption of
firewall is the key to any organization which need to maintain the security standards as per the
policy specified [14][15]. Following the effective security policy in the organization helps in

increase of network security and organization security standards.
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Firewalls used to enhance the protection by enabling the granular control with which type of the
system function can be processes to access the network. The firewall can be used by different kinds
of the signs and node condition to accept and reject. Firewall are most comfortable to operate the

sounds and setup the system.
1.2 Non-public Firewall

It's miles essential to apprehend “why we want a firewall and how it allows us within the world of
cozy computing”. “We want to recognize the desires of the information safety as it helps us to

recognize how a firewall may additionally deal with those wishes” [16].
1.3 Personal Firewall

In age of the excessive-velocity net access, you electrically connect your pc to s vast network over
which, until you’ve got set up a private firewall, you have limited manage and from that you have
confined safety. Until recently, except you laboured for a company that furnished high pace
internet get right of entry to. Like whatever, the “high-speed connection” got its personal draw
backs.” In a manner, connecting to the net through excessive-pace connection is like leaving the

front door of your private home open and unlocked” [17].
1.4 Protecting yourself with a personal Firewall

So now you’ve got an idea of ways you are vulnerable each time while you are online high velocity
internet connection, compared to an everyday 56kbps connection. What you now need to know is

how you can protect yourself in opposition to the chance posed by means of this sort of connection.
1.5 Firewall design

Firewall design is key to any organization who depends on the security to protect the information
of the organization. When the firewall software is installed precaution need to be taken based on
policies set for the inbound and outbound. Considering the below figure gives a clear picture of
the firewall securing the network from the internet and remote logins[18][19]. Each individual
packet is monitored over the network layer and helps to decode the packet header of the all the

traffics that flows in the network.
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1.6. BACKGROUND

Most of the organization face various attacks on their network due to the improper planning of
their network setup, mainly lack of implementation of security standards in the infrastructure.

Which results in uncontrollable compromise of the network along with huge downtime [20].

A computer needs firewall to protect the software from the illegal admission to a secured private
network. Several tools were available in order to provide security for the systems connected in the
network such as intranet and extranet. “A firewall absolutely separates the computer from internet
with a “wall of code” that will check each packet of the data as it indicates in either side of the
firewall” [21].

Firewalls used to enhance the protection by enabling the granular control with which type of the
system function can be processes to access the network. The firewall can be used by many types
the signs and the host to grant access. Firewall are most comfortable to operate the sounds and

setup the system.
What is non-public Firewall?

It's miles essential to apprehend the need for the firewall and how firewall allows incoming packet
within the world of cozy computing. “We want to recognize the desires of the information safety

as it helps us to recognize how a firewall may additionally deal with those wishes”’[22].
What is the need for personal Firewall?

In age of the excessive-velocity net access, you electrically connect your pc to s vast network over
which, until you’ve got set up a private firewall, you have limited manage and from that you have
confined safety. Until recently, except you laboured for a company that furnished high pace
internet get right of entry to. Like whatever, the “high-speed connection” its personal draw backs.
“In a manner, connecting to the net through excessive-pace connection is like leaving the front

door of your private home open and unlocked ”.
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. “A constant IP “- Perform smooth interloper who observed your system at the network to

discovered over and over.

. “High-speed get admission” to - method that the intruder can work a good deal quicker

while trying to break into your pc.

. “Continually lively connection”- way your laptop is exposed on every occasion whilst it is

linked to net.

The integrity of data would be paramount in terms of securing the environment with methods
which is best evolved as per best practices and industry standards. In this research, we would go
through various methodologies and services, using various authentication and security controls

used to secure all the various network zones in a heterogeneous environment[24].

1.7 PROBLEM STATEMENT

In the current day, data compromise and system sabotage are becoming a very common way for
the perpetrators to hold ransom the victimized environments. This research deals with minimizing
the damage in case of the occurrence various attack on the network, which will complete affect the
network performance. This research is intended to reduce down time and loss of service in an event
of a network compromise or an external attack such as DoS, Distributed Denial of service attacks,
Brute Force attack, Packet Sniffing and phishing attacks. Appropriate use of security controls in
the network hence the performance of the network and protecting the resources form inbound and
outbound network attack. Hence, this research details on the use of firewall in the corporate
environment which helps to reduce the burden of downtimes during the request for the certain
services. Adopting to the best practices in industry will minimize the data compromise and helps

to keep the network more secure.

1.8 AIM OF THE STUDY

The aim of this research is to make sure the best practices as per industry standards are explored,

pros and cons would be discussed, to minimize the extent of exposure and data compromise.
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1.9 RESEARCH OBJECTIVES

To recommend and suggest best infrastructure deployment methodologies and topologies, using
the best security standards and methods available in the current industry. Focus would be more on
effective implementation rather than reinventing the wheel as most standards of security are

already available.

1.10 RESEARCH QUESTIONS

At the end of the literature the following research question should be asked, and we should have

the answers for the following.

As the Goals of securing the network environment achieved?
As an offense (Possible attacks) been tested?

Does the implementation hamper user experience?

el

Have the best practices as per industry standards been followed?

1.11 SIGNIFICANCE OF THE STUDY

v The study would be used as a benchmark to design a network infrastructure, which can

secure privacy, confidentially and data integrity.

v The research would focus on a cost-effective solution with no compromise to the data
security.
v' The main idea behind this research would be to reduce down time and loss of service in an

event of a network compromise or an external attack.
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CHAPTER - Il
2. LITERATURE REVIEW
2.1 Introduction

In paper [1][2] it is discussed firewall is deployed in the internet to prevent the harmful events
occurring in the network. There are different types of firewall such as application level gateway,
packet filtering and circuit level switching. Basic principle will be deploying the firewall to
monitor the traffic both the inbound and our mail in the networked environment. Network address
translation is used limit the public IP address in our organization. Packet filtering basically used
to analyse the packets then decide to pass or halt based on the Ip address of the source and
destination [27].

Firewall protects the internal resource form the outside world and provides the secure manner to
communicate with the internal system form the external network [2][28]. Virtual connection is
used for the secure connection between the sender and receiver over the non-secure public
network. It basically protects the information from the unauthorised access using the encryption
algorithm and security mechanism to prevent unauthorised access to information. Mostly,
tunnelling is used to transport the data by encapsulating one protocol over another protocol. It uses

the public network to decrease the cost [29].

Packet filtering firewall allows or blocks the packet based on the rules set. In terms of security
they can’t make any dynamic decision on packets [4][30]. Dynamic decision is very difficult and
challenging in the packet filtering firewall, due to this reason network may be more vulnerable.
The private network resource can be access used the virtual private network with the host machine
residing on the network. Advancing on the delegated access may restrict the users access the
internal network. Users are given the privilege to access the resources by allocating the security

credentials.
2.2 Network Security Layers
Access control service helps in handling the access permission to networked environment. VPN

technology help in proving the authenticating the proxy behalf of remote users [7][31]. Hiding of
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the real address of the proxy host is done by the network address translation. NAT function were
used to address the IPV4 routing addressing. High security can be provided by using the increased
capacity of the firewall and the configuration. TCP handshaking is used to validate the session,
while considering the packet filtering only valid and authorised packet will pass through the
firewall [32].

Considering an example of online examination where firewall helps to make the secure system.
VPN and NAT helps to make this secure system. User with unique identification and password
can authenticate the private network. PIN (personal Identification number) is used to authenticate
the user [30][33].

Firewall

Data encyption

Password/Login

Access Right

Information

Fig 1: Network Security Layers

Network security layer consist of the information as the core followed by the access rights,
password/login, data encryption and firewall. Firewall is the key component which protect the
information from the external login, configuring the firewall is the very important in securing the
information of the organization [37]. The above multilayered helps to handle the violating activity
in the network. Most of the organization stores their information on the server and which need to

be protected from the internal and external threats. From the above the figure the very inner most
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layer is the access rights which determines which users can use the resources. The username and

password help to provide security mechanism and it is the simplest method to verify the users.
2.3 Encryption

Data encryption is the one of the key methods to protect the information. The most popular
encryption methods are public key and the private key algorithms. In terms of symmetric key, a
single key is used to encrypt and decrypt the message between the sender and receiver. Whereas,
public key encryption algorithm like RSA used the public and private keys. A pair of keys is used
in term of public key encryption algorithms [36].

The last layer is the firewall which helps to prevent the intrusion into the network. It basically
filters the unwanted traffic between the inbound and outbound traffic in the networks. Firewall is
the hardware based and host based. Hardware based firewall often expensive and need
configuration on the network [37]. In terms of software-based firewall, which runs on the system

allows or blocks the traffic based on the rules defined.

UNAUTHORIZED
TRAFFIC

0 INBOUND TRAFFIC

Fig 2: Firewall
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Firewall allows the legitimate traffic to pass and block the unwanted traffic in the network. The
above figure clearly depicts the firewall filters the unauthorized and authorized traffic in the

network [39]. However, firewall can authenticate, protect, record and report etc.
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Fig 3: Network with firewall
2.4 Packet filtering technique

Securing the resource in the local network is the more challenging. Network resource residing in
the intranet or FTP server etc. need to provide with the access mechanism using the proxy servers.
Firewall is not only the security solution for the network related problems and network
administrator need to do the network monitoring to secure the network resources. Treats to the
sensitive data can come form any form of the source and mitigation methods need to be placed to

avoid such situation to increase protection for the corporate information[40].
Adopting to the packet filtering technique involves the following rules. Such as
“1. IP source address

2. IP destination address

3.Transfer protocols (TCP, UDP, ICMP, etc.)
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4. TCP/UDP source port

5.TCP/UDP destination port

6.ICMP message type

7.Interface of incoming/outgoing packet”

The connection can be blocked for the invalid IP address and source. Protocols such as TELNET,

SMTP and FTP mostly allowed to transfer into the local network.
2.5 Virus Infection

Malware are malicious software which affects the system and network. The virus looks for the
vulnerable host and copies the code into it and infect the program. These viruses can attach to the
program wherever they want in order to exploit and create the harm to the systems. Below is the

figure explain about the virus infection patterns [43].

Header Original program

Infected by
appending virus

\4

— Orl inal roeram | eSS S S,
Original program sz i . Header

ﬂ Infected by

appending virus

Jongmal o

Program
Overwritten

Infected by over
writing virus

4L
ar

Original program

“Modified by virus

Blgae-3: Virus Infection Patterns

Infected by modified
overwriting virus

Fig 4: Virus Infection pattern
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Virus header infects the original program and program gets infected by the appending virus. Once
the original program is infected it can move from one system to another replicating and spreading

such virus into the network.
2.6 Firewall configuration

Firewall configuration helps in putting the policies in place in order to secure the network form
the external attack [44]. Administrator define the firewall policy to determine which traffic should

pass through the inbound and outbound.

Bule # | Interface Source [P Destination I[P Destination Port Protocol | Decision
] 0 224 168.0.0/16 192, 168.0.1 25 TCP discard
2 i 1224 168.0.0/16 192, 168.0.1 125 * discard
3 i + 192, 168.0.1 25 TCP acecept
4 0 224.168.0.0/16 * * ¥ disecard
51 * a * e i accept
Rule # | Interface Source [P Destination 1P Destination Port Prowecol | Decision
1 ] 1224, 168.0,/16 192.168.0.1 25 TCP accept
2 ] 224.168.0.0/16 ™ . L2 discard
3 0 L 192, 168.0.1 25 TCP ar 2-
4 0 # 192 168.0,1 * * dise. .
3 * * * * i accept

Fig 5: Firewall configuration table

From the above figures following rules has been set for the network environment. The
configuration table consist of rules, interface, source and destination IP, destination port, protocol

and decisions. Decision can be either accept or discard.
2.7 Port Scanning

Port scanning is used for understanding the port used by the user either TCP or UDP[51]. Since

both the protocol uses the different ports the attacker needs to scan the port and under the inner
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details [48]. It also helps to understand the protocol and operating system used by the user. Usually
form the different port the remote machine tries to connect with the network. Port scanning is one

of the methods where used to identify the vulnerable machine.

5YM

SYN/ACK

Attacker PORT IS OPEN larget

Fig 6: Port Scanning

2.8 IP Spoofing

IP Spoofing is one type of an attack, capturing the packet analyzing the header to obtain the ip
address of the sender [49]. Masking the IP and transferring the packet with the forget IP address

and tracking the connection to masked environment. Below Fig shows the counterfeiting of IP

sender address.

IP-Spoofing

Counterfeiting of IP-sender-addresses when using UDP and TCP
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Fig 7: IP Spoofing
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2.9 Secure routing

Routing is can be done on the both flat and hierarchical network [47]. There are several routing

protocols with different routing strategy. Some if the routing protocols were listed in the below

figure.
[ Routing Protocols
1
I | 1
[ Froactive { Lable-Driven) ] [ Reactive (Om DFemmarnd ) ] [ Hybrid Protocols ]
Protocols Prouocols
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SR
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Fig 8: Routing Protocols

Routing protocols can be classified into reactive, hybrid and proactive based on the nature if the
routing. These above protocols were needed to route the packets form source to the destination
residing in the network layer. Updating the route and communication among the peers were very

critical to provide better routing in the networks.
2.10 VPNS

Virtual Private Network allows external users to access the internal resources in the network.
Security is the key for the VPN functioning were tunneling is used to create secure channel [51].
Transactions can be secured using the VPN connection and block the restricted access on the
network. We can interconnection similar network over another network. Below fig. shows the

VPN connection in Internet.
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Fig 9: VPN
2.11 Single sign on

Single Sign-on helps to avoid multiple logins in the network. Single sign-on helps to access

multiple application avoiding multiple login.

\ ” Website
/

Fig 10: Single Sign-on
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2.12 Network segmentation

Network segmentation associated segregation square measure extremely effective ways an
organization will applied to limit the impact of a network intrusion. If enforced properly, these
ways will create it considerably tougher for associate oppose to find associated gain access to
organization’s most sensitive information and increase the chance of sleuthing an adversary’s
activity in an exceeding on timely manner. Historically, network segmentation Associate in
Nursing segregation has been enforced with a fringe firewall at an organization’s net (or inter-
organization) gateway; or a combine of firewalls close a demilitarized zone that provides a
sequestered setting between utterly trustworthy[52][10].

NGFW | |

M | 1 =

Fig 11: Segmented Network

However, merely segmentation a complete network as ‘trusted’ and treating it as ‘flat’ (i.e. the
whole network as one segment) creates Associate in Nursing setting that needs solely one network
intrusion for Associate in Nursing opposes to achieve widespread access. A flat network conjointly
permits Associate in Nursing the opposer to pivot between hosts and services with marginal

structure and restricted probability of detection [34].
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With the opposing the trade craft target in the internal networks directly mistreating the techniques
like in the various techniques and using various operating system, these are the common flat
architecture of the network. It will not defend the organizations from up to date cyber threats. As
a result, it’s necessary for organizations to section the networks. The segregation sensitive data,
hosts and services from atmosphere in external resources [30]. Specially the electronic mail and

alternative net facilities.

Once an individual compromise a network, typically a bunch beneath the management of a Valid
users suggests that of entertainment services, they'll decide to transfer round the network to find
and admission sensitive info, hosts and services [47]. To reduce a network intrusion, it ought to
exhaust potential for the individual to search out and admittance such info, move undiscovered
round the network and take away info from the network. An individual could decide to build
connections to satisfy host to additional “victimization tools and techniques” at their disposal. as
an example, if AN individual has at first compromised a digital computer, they will obtain to make

a foreign affiliation to a server.

In research paper [5] the author details “Map a network resource or use legitimate network
administration tools to access sensitive info or execute malicious code thereon server. this is often
notably common once an individual target. An organization’s authentication server. Properly
planned and enforced network segmentation and segregation may be a key security live to help in
preventing such activities from occurring. Example mitigations embrace expressly disallowing
remote desktop connections or the employment of common network administration tools from user
workstations (as most users don't need such functionality), configuring servers to limit the sharing

of files, and proscribing servers’ ability to speak via remote connections” [11][45].

However, for the literature review several firewalls were developed both the hardware and
software based. In terms of cost hardware based are high and firewall based don’t poses much
features like the hardware based. Using the appropriate standard increases the downtime and
performance of the network. In conclusion of the literature review, corporate network needs to
follow the security standards and policies which enable better services within the organization.
Internal network can be protected from the remote attacks by properly configuring the firewall

following the proper security features.
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CHAPTER - 111

3. PROPOSED WORK

In this chapter, a network design using the industry security standards to reduce the down time
and a secure network has been proposed. Using such security standard helps in

3.1 Proposed Architecture

3.1.1 Without Segregation and firewall
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Fig 12: Network Without Segregation and firewall
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The above shown network consist of two remote connection from two different places. It consists
of two internet connections, one connection used for private browsing and other connects to the
corporate network. VanGuard router has been used in the network to route packets using the frame
relay internet connection. The IP ranges in all three locations are different in separate subnet. It
has a server which is dedicated with several roles. Since the network has not been segmented which

causes uncontrollable attack and downtime, hence affecting the business.

3.1.2 With firewall
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Connaction

Naghua Lid - JHE

] Link Used By Gabs For-
Nashua - Francistg Link Used by F'Town far - AS5400 Access | Gabs& FTH)
Mapi email Clients Customer H;r;::ter [ Gabs &

A 5400, VIA Gabs
Data from Gabs
Customer Harvester, VIA Gabs
Internet Access, VIA Gabs

Nashua - Gaborone

1B2.188.1.1411%0
Tao Cabe

Port 1- FTN
Wan Intarfaos
IP - D.0.08028

Part 2 - Jhb
Wan Intarfaos

F - 182183114230
@

Frame Relay — Modem
Nashua - Ltd- Jhb

Internet Access
FTN/ Gabs

Port 3. Gats

Wan Interizos ’
F- 000424 iy
Frame Relay - Modem
FTH

IP = 1B2.185.203.2564

Fortigate — Firewall

104144

( 1P Range - 10.11.1.0 /24 N
B BapuerRoiet,
Direwtary saresr | For AD)
Emall garver Running sxchange 2003
Flla caresr
Network clients- Nodes '
Single -Physical Server

ACcPac sener-
£ ﬁ.octuuntung Apolication
Metwork clients - Nodes 10,1115

Fig 13: Network setup with firewall
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The above network is with the firewall and two internet connection terminated on the firewall. The
firewall also manages the connection to the branches. The firewall is fully enabled with UTM and

routing polices as per the organization security policy.

3.1.3 With Segregation (Generated from System View)

w Sort By:

Gwest-headoffice
Internet ¥ Abariinternet (wan1)
Lan&Phone (port1)
£ CC-molopolele -]
Camera Network (port3)
Wifi Network (port4)

i)
6 60-90% — 90-100%

abric

Fig 14: Segregated Network Topology

The proposed segregated network consists of various segments such as access control, VOIP, data,
surveillance network. In the fig details on the various IP networks which are terminated

independently.
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192.168.101.X is for Data (Port 1)
192.168.102.X is for Access Control(Port 2)
192.168.103.X is for Surveillance (Port 3)
192.168.104.X is for Wifi(Port 4)

From the proposed Segregated Network system view internet is connected directly to firewall. The
network is segmented using the firewall internally. The segregated network controls the access
between the network segments using the firewall security policies. The above proposed firewall is
a UTM enabled firewall, which enhances the security of the proposed network at the granular level.
A complete network is implemented with two ISPs (Orange and Abari) , the traffic is load balanced

between the two internet connection.
3.1.4 Security Standards

The proposed secured network has the following security standards:

e Anti-virus: Anti-virus engine scans for the threats and traffics (both in in-
bound and out-bound) in the network. In addition to the scan it’s also traces
malware and it is more capable for virus outbreak. It also helps in network

quarantine in case of virus outbreak.

e Web Filtering: The web filtering is category-based scan engine, which
scans inbound and outbound traffic. The filtering polices can be defined by

means of multiple polices as required by the organization IT policy.
e DNS filtering: The DNS filtering engine checks all DNS query outbound

requesting external connections. The engine is a category-based standard

which allows, or blocks based on the polices defined.
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Secure routing: The access of information amongst segments is configured
using source and destination IP as required by the company IT policy. So
that the communication is controlled between the segments and restricted

to few trusted hosts.

VPNS for voice and external access: VPNS is basically used to connect
the branches to the data center. All Voice over IP (VOIP) credentials are
encrypted within the IPSec VPN tunnel, which protects the network form

eavesdropping and packet sniffing.

Single signon methodologies with secure integration using LDAP
(wireless access, VPN access): Single Signon is used for wireless and SSL
VPN authentication. The single signon credentials will be same as the user
log on to the network. It avoids users having multiple credentials and helps

to block a user from a single location when he/she leaves the organization.

Content Filtering: Content filtering is done by the firewall to manage
content on internet data and key words defined by the IT policy of the

organization.

Application Control: It is a scan engine which scans application both
inbound and outbound on each communication thread. On each
communication thread the application control polices has been applied to

match the allow and deny rules.

IPS/IDS: Intrusion Detection and Presentation is based on the signature,
which is mapped against the inbound and outbound traffic. Overrides can

be added in case of false positive detection.
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Fig 15: Segregated Interfaces

The above fig shows different interfaces managing each zone of the network infrastructure.
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CHAPTER - IV

4 Implementation

In this research, the proposed system has been implemented with all the corporate security
standards which enables the secure network. The following has been implement using the firewall
which helps to reduce the downtime and improved security. Using the following standards such as
Anti-Virus, Web filtering, content filtering, Application control, IDS/IPS, Secure routing, VPNS

for voice and external access, Signal sign on methodologies with secure integration using LDAP

(wireless access, VPN access).

4.1 Anti-virus

Edit AntiVirus Profile

Name

Comments Scan files and block viruses. 59,955

Scan Mode Quick
Detect Viruses Monitor

APT Protection Options

Treat Windows Executables in Email Attachments as Viruses @
Use Virus Outbreak Prevention Database €& [ &

Include Mobile Malware Protection [ @]

Fig 16: Anti Virus

The above figure shows the implementation part of the securely configured anti-virus profile as
per the industry standard and best practices. From the figure it is clear that it consist of scan mode
which is setup for full scan which is resource intensive but a secure way to scan the traffic. The

virus detection action is set to block. In additional the profile has functionalities of virus outbreak

preventive method along with engines for malware scanning.

4.2 Web Filtering
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Web filtering has the following filter profile. The web filter profile helps to allow and block the

following category.
1.Local category
2.Potentially Liable
3.Adult / Mature content
4.Bandwidth Consuming

5.Security risk

Edit Web Filter Profile

Show O All v
ﬂ@ Local Categories 2
- @ Potentially Liable
ﬂ @ Adult/Mature Content
ﬂ @ Bandwidth Consuming
ﬂ@ Security Risk
ﬂ O General Interest - Personal
ﬂ O General Interest - Business
0 ® Unrated v
& Static URLFilter
URLFilter ©
¢+ Create | ¢ Edit 1 Delete | Search Q
URL Type Action Status
*team® Wildcard © Exempt @ Enable
*google* Wildcard © Exempt @ Enable
*gmail* Wildcard © Exemnt @ Enable

Fig:17 Static URL Filter
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The Above figure show a effectively configured Web filter profile, the filter / restrictions are
category based, each category would be explained in detail below with its sub sections , the Web
filter URL filter controls the exceptions for the same for the categories and the URL’s which were

blocked by the above web filter profile.

The Legends for the same are as below

Allowed Category / Subsections

h @ i Blocked Category / Subsections

Warning would be given to the user, but the Page would go through .

4.3 Potentially Liable

Potential Liable consist of following labels such as child abuse, discrimination, drug
abuse, explicit violence, hacking, illegal or unethical, plagiarism and proxy avoidance. In order
to achieve the security standard by checking the category listed below. Mostly the potential

liability will be in the allowed state which is shown below.
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- O Potentially Liable
1 ® Child Abuse

-------  Discrimination

------ O DrugAbuse

------- O Explicit Violence

------ Extremist Groups

é

acking

é

egal or Unethical

- @ Plagiarism

- Proxy Avoidance

Fig 18: Potentially Liable Category

4.4 Potential Liable Category in Blocked State

Potential liable category shown below consist of the block state. In order to avoid the adult and
mature content which is more potential source for the bandwidth consumption and vulnerable for
the malware attack on the network. Categories such as abortion, alcohol, alternative beliefs, dating,

Gambling, lingerie, pornography, tobacco and sex education.
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4' ----- @ Adult/Mature Content

------ @ Abortion

- @ Advocacy Organizations
- @ Alcohol

o @ Alternative Beliefs

o @ Dating

-~ @ Gambling

- @ Lingerie and Swimsuit
o @ Marijuana

e @ Nudity and Risque

- @ Other Adult Materials
- @ Pornography

o @ Sex Education

b @ Sports Hunting and War Games

------ @ Tobacco
- @ Weapons (Sales)

Fig 19: Potential Liable Category in Blocked State

4.5 Bandwidth Consuming

Bandwidth Consuming is one of the key issues in the network, firewall configuration needs to

allow and block certain category to improve the use of bandwidth. Block category consist of fire
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sharing and storage, Internet Radio and Tv, Internet Telephony, Peer to Peer and streaming media
and download. Video streaming usually consume huge amount of bandwidth and reduce the
performance of the internet. Blocking such category will help to enhance the internet speed for

processing the user request.

i~ () Bandwidth Consuming

- @ File Sharing and Storage

- @ Freeware and Software Downloads
- @ Internet Radio and TV

- @ Internet Telephony

- @ Peer-to- peerFIeSharmg

Fig 20: Bandwidth Consuming

4.6 Security Risk Category

Security risk categories are important for the corporate networks where Phishing, spam URLS,
Dynamic DNS and Malicious websites. Block these categories reduced the vulnerability and
threats to the network. Firewall need to be configured by blocking such category which helps to
reduce the potential risk to the network. Security risks are very crucial to the organization which

leads to the Zero-day attack.
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4' O Security Risk

------ ® Dynamic DNS
------ © Malicious Websites
------ Newly Observed Domain
------ Newly Registered Domain
- @ Phishing
@ Spam URLs

Fig21: Security Risk Category

4.7 General Interest Personal

General interest category consists of advertising, arts and culture, auction, brokerage and trading,
child education, content server, digital postcards, domain parking, dynamic content, education,
entertainment, folklore and games etc. Mostly in the general interest section all the categories can
be opened, and it depend on the corporate requirement and standard specified to enhance the

facility.

44— (O General Interest - Personal
E ------ & Advertising

------ & Arts and Culture

------ & Auction

------ & Brokerage and Trading

‘- @ Child Education

------ & Content Servers

------ & Digital Postcards

------ & Domain Parking

------ @ Dynamic Content

------ & Education

------ & Entertainment

------ D Folklore

------ @ Games

— — - - PR
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Fig 22: General Interest and Personal Category

.- @ Global Religion

Health and Wellhess

Instant Messaging

------ @ Job Search

Meaningless Content

Medicine

MNews and Media

Mewsgroups and Message Boards
Personal Privacy

Personal Vehicles

Personal Websites and Blogs
Political Organizations

Real Estate

Fig 23: General and Personal Interest in allowed state

------ @ Reference

------ & Restaurant and Dining
------ (] Shopping

------ @ Social Networking

------ @ Society and Lifestyles
------ & Sports

------ @ Travel

-~ @ Web Chat

- @ Web-based Email

Fig 24 : General Interest with Web-Based Email Blocked state
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4. 8 General Interest — Business

------ @ Business

------ @ Charitable Organizations

------ & Finance and Banking

------ V) General Organizations

------ @ Government and Legal Organizations
------ & Information Technology

------ @ Information and Computer Security
------ @ Online Meeting

------ ®@ Remote Access

------ & SearchEngines and Portals

@ Secure Websites

@ Web Analytics

& Web Hosting

® Web-based Applications

Fig 25: General Interest with Business
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4.9 DNS filtering

Edit DNSFilter Profile

Name

; 2/255
Comments Default dns filtering.

Redirect botnet C&C requests toBlock Portal €O
@ 51940 domainsin botnet package.

Enforce ‘Safe search' on Google, Bing, YouTube (B

(D FortiGuard category based filter

Static Domain Filter

Domain Filter Q
External [P Block Lists D

Options

Redirect Portal IP VXTGP Specify  208.91.112.55

Allow DNS requests when arating error occurs ©

Logall DNS queries and responses )

Fig 26: DNS Filtering

4.10 DNS Filter

The above Figure illustrates the DNS filter profile, The DNS filter is effective in blocking the
connection even before the connection is made to any site, if the site is safe the DNS query

responds, otherwise the Site is blocked, this avoid unnecessary traffic inbound and outbound and
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the same time reduces overhead on the firewall CPU and memory for processing sites which need

not be contacted as per the IT policy of the organization.
The DNS Filter will have the below security features.

1. Domain block and override filter (exceptions)
2. IP Block list and white list (exceptions)
3. Redirect in the case of event match.

4. Blocks Botnets sites

The figures below provide some examples of BOTNET filters and subcategories which can be
added to the profile, it also shares the same database as for the web filtering categories to even

make it more safe and secure on the DNS queries being made.

@ FortiGuard category based filter

Show| O All v

- @ Potentially Liable

- @ Adult/Mature Content

- @ Bandwidth Consuming

- @ Security Risk

- @ General Interest - Personal
- @ General Interest - Business
-~ @ Unrated

+]

Fig 27: Fortiguard Category based filter

Category based filter consist of the following category such as potential liable, adult/mature
content, bandwidth consuming, security risk, general interest such as personal and business and
unrated. Each of these categories as lot of sub categories which can be configured to determine for

allowing and blocking based on the security standard set by the organization.
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Botnet C&C Domain Definitions

T FQDN #

T Name =

ychynt.com

hafeyharphrblu.co.uk
qwraupljgpho.co.uk
4kqd3hmagptupi3p.mustspace.us
hdlife.cf

resolvedari.com

tc-avrora38.ru

cpsc.r

pedldifby.cn

whaskcsxiffiax.info
thosewnhile.net
ecoshineproducts.com.au
wfb-sms.xyz

beur.cokr

ubhoadgxgfbkrwit.pw
kewu.cfpwealthcppnet
paypalverif-purchase-id-020318-160515.com
wels-fargo.com.connectwf-south.info
2472444 eu

Xleieldgatew.co.uk
ciwemzukrecixirggugkvkdjirp.biz
p27dokhpz2n7nvgr.1dyzdhtop
afihpgbefuhenjp7.1225wj.top
amazon.defast-click05.com
ecoqwegst.com

ruih.co.uk

aabumeyang.ml
eiwkamrcushdijnzhhifgeib.info
slegovariancancerrace.com
egitimcisitesi.com

kleinaberoho.info

ramnsmalrnernriha iea me

Fig:28 (i) Botnet C&C Category
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Botnet C&C Domain Definitions

T FQDN 4

T Name =

ghahhshfhe.tk
rkinmndmlbzlxjveycalftxghrorg
9rbk.com
info1700234110700i.000webhostapp.com
myappleic-cancel-order.com
djwskivimyvfo.me
distanations.cn
xzhatcixculrmjtramaxovinfo
hangnice.co

smaoewewe.club
cuenta-verificacion.com
higg-live.com
cryaaungklsfco.uk
itau-looking.onicc
princetontw.com
debhiewhitmire.com
egdridloyuticouk
vmesihamocagym.co.uk
bledes.tk

amstudiola.com
student-survival-guide.co.uk
ftciccbhieft.co.uk
euhkjbggskmack.co.uk
52u03k3t7 3ypjijexab/m0.top
icloudsupportv.com
loymikOz-site.btempurl.com
appleid-confirmation-appstore-purchase.com
crnlorbdijeulr.co.uk
fayksmnvl.cm
4kad3hmagptupi3py12acl.bid

diagnosticautomobile.fr

Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other
Other

Fig:28 (ii) Botnet C&C Category
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Botnet C&C Domain Definitions

T FQDN = T Name =
dmeyqklfwcqukjveuxsfagytytam.org Other
djjaxvor.com Other
sslexcheert.com Other
mobilhalksubem-tr.com Other
account-validation.services Other
arulhnfkesphxlccugt.cm Other
fubizhydztpfttqgedomuglzhyd.biz Other
mobiactifes Other
mobileyoga.mabi Other
idrissukses.com Other
yourgone.net Other
ywdgknkl.info Other
ijmbplinfexogedewkgavsnhy.biz Other
cmecwlan.cn Other
information-required.ml Other
puzybep.com Other
ykmnowknmdcv.pw Other
Ivauaqxfairiblruhmiftuwsgem.org Other
www.elisaartit Other
souzaaguiar.bid Other
mhstolmma.com Other
viswavsp.com Other
pubertilodersx.com Other
prinzdtyxlznruoswugax.biz Other
jstaikos.com Other
neliti.bid Other
gazariaaloron24.com Other
cocktail-dress.club Other
gadget-fankagg Other
uoemautzgyydvopzltzpbeybiz Other
aeysop.com Other
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Fig:29 Botnet - Filtering service for account validation

Botnet C&C Domain Definitions
FQDN
1c-47909c32c6 23 sentoratest.cf
Wwkpoozws
tifmmylmrmkbvo.co.uk
amenhoeghyrpvomg.Onyiél.bid
Txurprob03xyz
3dohe496.000webhostapp.com
sambalpurnursingcollege.org
zewmhbidcemsexxkc.in
shripujansamagri.com
Inocl45trpuoeffthyrihd.bid
Totificationyourspage.ct
suitupinc.com
10deB2.bic-giveawayinfo
ayycxoxzstven
thewebhastingforum.com
salimahcikupaols.id
aceckwe.com
1ajwahaifamelema57.com
amvotogax.pw
zebxhuvsz.com
adysobsckfkbmvdhquoeyauxreci biz
2e2cku/pebkpgekottxQigtop
zasyweh.tdcanadatrustyousufrehman.com
"cenea-solaire.com
inemm.cn
“fmbioxrqvrctacouk
zippyamritsar.com
zmtqgcagkpfmovegxoffyfgscm.biz
Jengaluru.rent
kilogrid.info

ictenucvmivk coak

Fig:30 (i) Botnet Category
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Botnet C&C Domain Definitions

T FQDN

T Name %

apple.tunesconnect.su
appadspage.000webhostapp.com
thczb.com
rspvtocuzhgepntwnrswushvnrh.biz
0lcnnet

moveintrade.com

saratp.cf

fkviewkavnfucagvw.pw
gamingserversplus.life
ymzytwascvsmbrsxpdnftinfo
santoantonio.portalrz.com.br
pujowevo.info
verificationticket.com
dreamd5.xyz

dydadp.cn

latabu.ru

vijayawada.biz

olditis.com

flertipvtctdxr.co.uk
xbbyextarb.info
nutqauytvaé213xyzf112zzz1.com
citi.uverify.info
capitadw.beget.tech
dcfds-realson-tagum.000webhostapp.com
xw9gadgsite

hdpejeavigmws

asxjdp.top

suntrustealrts.esy.es
sarahbillheimerphotography.com
nimtzdesigngroup.com

saferfreedom.tk
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Fig: 30(ii) Botnet Category

Botnet C&C Domain Definitions

Y FQDN %

T Name =

oneillandsasso.com
mnconsultants.co.tz
topstockexpert.su

giinjvsfin
dnzeygmfmclgaldqojmbyorzp.org
sylvacoms.ml

fc-ziraattbank.com
thacpartnership.org

byraft.com
fFwuwjvgcauytebgdsojhaugpv.org
sasapparel.com.au
verifi74.register-aacunt21.gq
refusoslouxyz

www.emittraco.com
1bce05f50968121b11c%8acfa7d56326.xyz
inlxduaimrasydizbicazx.org
misegundocuadro.com
poemsan.info

yugskchbpxpl.pw
1fq1rtdyuk04u2hwj021fuctu.com
lykefeu

y822.com

mobileif-atualiza.ml
a0197915.xsph.ru
integra-pharm.com
gvbusbftaygcmbmj.com
pusltzivwztrrohzxxd.org

85kg.com

vividerenaz.com
online-service-tax-return-arc.krunts.m

mygood.xyz

imatrnzlmidifratmhbrelnh are

Fig: 30 (iii) Botnet Category
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Botnet C&C Domain Definitions

T FQDN = T Name +
xhjcptnobdbxm.co.uk Other
ivkngssxiwjxfv.em QOther
52u05k3t7dypjije.ap4?3utop QOther
radioeonline.com Other
inspireconsulting.ro QOther
ctadamsauthor.com Other
dklyhdnljgabgt co.uk QOther
tolexinesansardonnance.space QOther
mitrawarm.com Other
compowood.ru QOther
julijulict Other
dexrgmwu.pw QOther
wrqujftsnyory.cok Other
dkpdesigns.com QOther
niveahie.beget.tech QOther
hiyadocs.ml Other
nrleccxwmwaxh.pw QOther
agrocooperation.ru Other
aewghfehhhiucpsduhqxax.biz QOther
www.rencontraparis.org QOther
paypal.aanmelden-validerungs.tk QOther
secureweh Ippl-directmanagepaypaal. m-s-C-p-pgroup.com QOther
myetherwallet-coins space Other
filiqykksoeegxoviin QOther
czlagdkpt.cn QOther
cqtukibpwgngmgilheyparcy.org QOther
n27dokhpz2n/nvgr.1kg4/3.top QOther
centreuniversitairezenith.com Other
doublewg.com QOther
edulineeright.download Other
ywpspgykihveph.co.uk QOther
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Fig: 30 (iv) Botnet Category

Botnet C&C Domain Definitions

Y FQDN 4

T Name =

w7s8v1904d.ru

bighazzarbd.com
com-help-contact-100000643251657.com
knwhos.ir

kreoyrhpgwhjdw.co.uk
rypemcidpnmjdskzhxwfazx.info
conffigurationyouthempire.com
recoveryacct39002108.000webhostapp.com
securityaccountcentre11042018.000webhostapp.com
hhygxojcbmxj.pw

kaabkonnect.com
yxlteydydggjqwrconzhtgro.info
paypal.kunden-200x160-verifizerung.com
stagingschoolsleuth.org
kikasdjaksdasdbe.com
gjlhctmthxqcaggam.pw

eyyfodmkiplv.co.uk

klimark.com.pl

com-customer-service.nfo
uhzgftmjanbavicvkrhu littlematchagirl.com.au
granthost10.icu

ydfgdbwrwgpm.co.uk

orderjwell.eu

crushSmedia.com

svandecka.com

mnyehvjcnws

jpfdtbmvuygvyyrebxfxyinfo
52u05k3t73ypjije.ovpgod.top
dkwm.suwan.co.id

jiqduciucqgggalieq.com
paypal.com.ma.cgi.binwebscr.omd.flow.session.ok-dui.com

Fig: 30 (v) Botnet Category
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Botnet C&C Domain Definitions

T FQDN = T Name =
lotihecter.com Other
suuporrt53.confrim-fanpage111.cf Other
rmhospitalcalicut.com Other
guruhomeopathy.com Other
soxkyvktyatgpogv.com Other
ubhjipilbb.ws Other
dqnrljirwcixgsvsqdahhmvxoin.org Other
gregorian.club Other
disablepage2017.cf Other
matjournal.com Other
pvgsaroc.org.tw Other
cykjmnvbtibx.co.uk Other
gadpbajzpjlgfmwhlzaqyxb.org Other
xiazailou.co Other
saldodeofertas.tk Other
halkbankasiceponlinesube.com Other
bockrcawws Other
irkjlnyllajrioztrscadeealkv.org Other
amskrupajal.org Other
soudagarminerals.com Other
bl 7.000wWebhostapp.com Other
windiretodaserra.co.uk Other
djivukfmjngray.tw Other
Iztxgjrpvicupfgsiduzrg.biz Other
zoygroup.com Other
pechodin.com Other
paypal.login.myaccount.secure.myaccloginsecid.com Other
zinrop.com Other
suknsokhuwdvurueo.info Other
pvvcgymbejvittdtmnxbi.info Other
contratosdemarkting.com Other
rusmandfeam Other

Fig:30 (vi) Botnet Category

Botnet C&C Domain Definitions

T FQDN = T Name
sdtjeqtbstix.co.uk Other
hmajxlyb.net Other
pmenboeghyrpvomg.xneyvm.top Other
nextime.top Other
rsgarmentsinc.com Other
safety.microsoft.com.wwlwnxzl.ddsmdslxz7yw.trade Other
aldaypill.com Other
ajpylvggvdrebl.co.uk Other
news-medias.ru Other
vrympodqs5Sra34nfo.torhelper.pl Other
Faisngyh?le-cpsess0671158385-id.tallercastillocr.com Other
teamok.000webhostapp.com Other
gudanglagu4dshared.website Other
ejmhoeufrkkoxj.co.uk Other
vbxduagdsrkir.co.uk Other
leadnever.net Other
concerncibc.com Other
icf-fxkz Other
autoconexion.com Other
fenggffws Other
Zhjw.xyz Other
lamerpamer.org Other
leadskit.ru Other
santanetibeempresarial.com Other
wfbank.trade Other
usrfxecthkwolwtuvgwv.pw Other
becocivgolhw.cn Other
njbgijfyfatdewsqgdpzuovc.biz Other
com-verifyaccountupdateappstore.info Other
supermercadosbandeirante.com.br Other
secure.apple.appleid.info.momcpum.com.my Other

Fig: 30 (vii) Botnet Category
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4.11 Application control with overrides

The Below figure show a effectively configured Application control profile, the filter / restrictions
are category based, each category would be explained in detail below with its sub sections , the
application control overrides controls the exceptions for the same for the categories and the

categories which were blocked by the below application control profile.

The Legends for the same are as below

Allowed Category / Subsections

h @ i Blocked Category / Subsections

@~ E1
Allows the site but ,Logs the session

Edit Application Sensor Staff-LAN-DYN +vO Im @

~ All Categories

@ Business (140, & 6) @~ Cloud.IT (45) @~ Collaboration (252, & 10)
@~ Email (78, & 12) @~ Game (84) @~ General.Interest (224, & 7)
@~ Mobile (3) @~ Network.Service (329) @~ P2P (59)

@~ Proxy (166) @~ Remote Access (82) @~ Social.Media (118, & 31)
@~ Storage.Backup (162, & 17) @~ Update (49) @~ Video/Audio (150, & 14)
@~ VolP (24) @~ Web.Client (23) @~ Unknown Applications

Application Overrides

<+ AddSignatures ¢ Edit Parameters [ Delete

Application Signature Category Action
Kaspersky.Update Update @ Monitor
MSWindows.Update Update @ Monitor «
RDP Remote.Access @& Monitor v
RDPover.HTTPS @ Remote.Access @ Monitor v

Fig: 31 Edit Application server
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Below are some detailed examples of each category , which were used to strengthen the security

, each subcatergory is being dsipalyed in detail for reference along with their risk ratings

O SelectAll | % Category: Business © AddFilter X Cloud Selected: 0/208
Name % Category Technology Popularity Risk
pHubspot Business Browser-Based, Client-Server T
MiEM.DB2 Business Client-Server [mummg
Minsightly Business Browser-Based 0
Minsightly_File.Download Business Browser-Based 0
Minsightly File Upload Business Browser-Based 10
IJobvite Business Browser-Based [manay
DlotForm Business Browser-Based, Client-Server 10
=Kanban.Tool Business Browser-Based 0
eKaseya Business Client-Server (TN
§lLoad Impact Business Browser-Based, Client-Server [mmmmg)
{*LucidChart Business Browser-Based 10
{1Magento Business Browser-Based (T
lMarket—Q Business Browser-Based T
¥Mavenlink Business Browser-Based T
¥Mavenlink_Post Business Browser-Based 10
rMaxDB Business Client-Server 10
QMaxw'mizer.CRM Business Browser-Based T
[ Memcached Business Client-Server [mummg]
wMicros Business Client-Server T
IMicrosoft OfficeMacro.Embedded. Document Business Browser-Based (TN
§ MongoDB Business Client-Server 0
(T

AMoodle Business Browser-Based

Fig:32 (i) Application control — Business category
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O SelectAll | % Category: Business O Add Fiter X U Cloud Selected: 0/20

Name Category Technology + Popularity =~ Risk <
WAcronis Snap Deploy Business Client-Server 1§ § 4545 Wi
DAct! Busingss Browser-Based  § dEgHgn Wy
!Active(jampaign Business Browser-Based 1§ v I
YActiveCampaign File Upload Business Browser-Based Qi W
vADP Business Browser-Based rdis (I
<AirWatch MOM Business Client-Server  fidrirdn 0
2Alibaba Business Browser-Based TRARX 0
oApache Cassandra Business Client-Server i I
wApplane. CRM Business Client-Server i i
i Atlassian JIRA Business Browser-Based 1§ 4.4 45 W
putoDesk 360 Business Browser-Based  fHdandn 0
pAutoDesk.360 Upload Business Browser-Based L g I
b Autodesk Buzzsaw Business Browser-Based, Client-Server BN I
2Baidu.PCFaster Business (Client-Server 1§ 44§ 0
BBambooHR Business Browser-Based 1§ 3 g I
BBanbooHR Fe Download Business Browser-Based S [
BBambooHR File Upload Business Browser-Based L IR I
MBase CRM Business Browser-Based, Client-Server L§ i W
Plinksale Business Browser-Based  § drdvav; 0
YBrightpear Business Browser-Based  § g A
nBugzilla Business Browser-Based  § drri i
BCenshare Business Client-Server  fHdandn 0

llll

Fig:32 (ii) Application control — Business category
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O SelectAll | X Category: Business © Add Filter X Cloud Selected:0/208

Name ¢ Category Technology Popularity Risk
macotty Business Browser-Based [amny]
we ServiceDesk Plus Business Browser-Based [amny]
(§Shopify Business Browser-Based [mEEg]
WSicoobnet Business Client-Server (|
BiznNow Business Browser-Based ([I
@S'\Ient.(:ircle Business Client-Server [munEn|
P 5Sprout Social Business Browser-Based [aEEg]
(SQL Navigator Business Client-Server (0
EJStudent Planner Business Client-Server [mammg]
 SugarCRM Business Browser-Based [munEn|
o Sybase Business Client-Server TRl
Tableau Business Client-Server [amny]
«Tencent Beacon Business Client-Server [unny|
©Time Warner Cable Business Browser-Based TRl
{4 Tonghuashun Business Client-Server [munEn|
M TrendMicro.Earthagent Business Client-Server [amny]
ﬂUber Business Client-Server TRl
{}Univision_Financial.lnfo Business Browser-Based TRl

#UserVoice Business Browser-Based [Wmaa|
#User\Voice_File.Download Business Browser-Based [unny|
~UserVoice_File.Upload Business Browser-Based (TR
Qlend Business Client-Server TRl

Fig: 32 (iii) Application control — Business category
4.12 Application control — Cloud IT category
This category controls the flow of application in the internet link. The below figure shows the

various categories using this standard for Cloud IT category.
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O SelectAll | X Category: Cloud.T | © Add Filter

[ ot et/

Name # Category = Technology = Popularity + | Risk %
[§Amazon Alexa Cloud.IT Client-Server 10880 T
o*Amazon AWS Cloud.T Browser-Based 13880 |
o*Amazon AWS_EC2 Cloud.IT Browser-Based AEAAX [
o' Amazon AWS 53 Cloud.IT Browser-Based 10080 D
o *Amazon AWS_S3 Download Cloud.IT Browser-Based ARk [
o *Amazon AWS_ 53 Upload Cloud.IT Browser-Based 13080 Eau
=AmazonCloudFront Cloud.IT Browser-Based AN [
@AnyDo Cloud.T Client-Server 1§ 3§14 [Eaumn]
M AppScale Cloud T Client-Server L4 3 T
wahirvixe Cloud.IT Browser-Based, Client-Server L4 $iat [
EATET Synaptic Cloud.T Browser-Based 13880 WA
&CloudifyCo Cloud.IT Browser-Based | g argrat A
€ Cloudmark Cloud.IT Client-Server L griet [
[Cradlepoint Netcloud Cloud.IT Client-Server L3 Sani aua
mEngine Yard Cloud Cloud.IT Browser-Based g e Eau
@ Fortiguard Search Cloud.IT Browser-Based AN i
[Godaddy Cloud.IT Browser-Based 10080 [
f)Google. Cloud.Platform CloudIT Browser-Based L4 SNt T
f)Google.Cloud Platform App.Engine Cloud.IT Browser-Based Wiy T
Google Cloud.Platform BigQuery Cloud.IT Browser-Based Wiy Th
f)Google.Cloud Platform Bigtable Cloud.IT Browser-Based L8 $1410% T
f)Google.Cloud.Platform_Cloud.Launcher Cloud.IT Browser-Based L§ $14%3% T
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Fig: 33(i) Application control — Cloud IT category



AGoogle Cloud.Platform_Container Engine
AGoogle Cloud.Platform_Dataflow
AGoogle Cloud.Platform_Dataproc
AGoogle Cloud.Platform_Datastore
AGoogle Cloud.Platform_Endpoints
AGoogle.Cloud.Platform_Genomics
AGoogle Cloud.Platform Networking
AGoogle Cloud.Platform_Pub.Sub
AGoogle Cloud.Platform_Shell
AGoogle Cloud.Platform_SQL
AGoogle Cloud.Platform_Storage

o Google.Cloud.Print

# Google Stackdriver
[iMeraki Cloud Controller

« Microsoft Azure

mMimecast

UPanda Antivirus

% Razor

M TrendMicro.OfficeScan

m TrendMicroWFBS

@Twilio

@webMethods AgileApps.Cloud

Fig: 33 (ii) Application control — Cloud IT category

Cloud.IT
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Cloud.IT
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Cloud.IT
Cloud.IT
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Cloud.IT
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Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT
Cloud.IT

Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based

Client-Server

Browser-Based, Client-Server

Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Browser-Based

Browser-Based

4.13 Application control — Collaboration category
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This category controls the flow of application in the internet link. The below figure shows the

various categories using this standard for Collaboration category.



O SelectAll | % Category: Collaboration | © Add Fitier Cloud Selected: 0/208
Name % Category & Technology * Popularity = | Risk %
Adobe Connect Collaboration ~ Browser-Based 144 4 SONRITTTT
[BAdobe Connect Meeting Chat Collaboration ~ Browser-Based, Client-Server ~ ¥*©wr%  mwann]
JAdobe Connect. Meeting Share. Document. Upload Collaboration  Browser-Based 1§ S8 T T T
[/dobe Connect. Meeting Share MyScreen Collaboration ~ Browser-Based L4 4G TTTT)
[JAdobe Connect_ Meeting Share Whitehoard Collaboration ~ Browser-Based L A T T T
\Wdobe Online Office Collaboration  Browser-Based 184 % ST
RAIM Collaboration ~ Client-Server 14080 SR
oAnyMegting Collaboration ~ Browser-Based, Client-Server ~ #RU% [umamy
PApple Messages Collaboration ~ ClientServer 4480 ST
{ Atlassian Confluence Collaboration  Browser-Based 4 xS TTTT)
« BaiduHi Collaboration  Client-Server 1§ AT TT)
 Baidu Hi AudioVideo.Chat Collaboration ~ Client-Server XUNUY [
w Baidu Hi File.Transfer Collaboration  Client-Server  fxire e TTTT)
B Beamyourscreen Collaboration ~ Browser-Based RUYY
Blackboard Collaborate Collaboration  Browser-Based . § $rdndy; W
¢ Bloomfire Collaboration ~ Browser-Based 4 x4 TTTT)
BBluejeans Collaboration  Browser-Based 4 A TTTT)
wCamfrog Collaboration ~ Clent-Server 18,8 ST
wCGLIRC Collaboration  Browser-Based | SO O T TT)
AChatango Collaboration ~ Browser-Based 18850 ST
BChikka Collaboration  Client-Server 140 AT
#CiscoSpark Collaboration ~ Browser-Based, Client-Server ~ ¥¥www  mwain]

Fig :34 (i) Application control — Collaboration category
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TCVS

&Digshy

[JDiscord

[]Disqus

‘#Docker

‘#Docker PullBlob
‘#Docker Pull Manifest
‘#Docker_PushBlob

‘#Docker_Push Manifest

! DreamBox

@Drupal
@Facebook_Messenger.Image. Transfer
@Facebook_MessengerVideoTransfer
@Facebook_MessengerVoice Message
@Facebook MessengerVolPCall
NFC2

g Fetion

OFireChat

i irst Class

dFring

@Fronter

@Fuze Meeting

Fig :34 (ii) Application control — Collaboration category
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Collaboration
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Collaboration
Collaboration
Collaboration
Collaboration
Collaboration
Collaboration
Collaboration
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4.14 Application control — Email category

Client-Server
Client-Server
Browser-Based, Client-Server
Browser-Based
Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Browser-Based
Browser-Based
Client-Server
Client-Server
Client-Server
Client-Server
Browser-Based
Client-Server
Client-Server, Peer-to-Peer
Client-Server
Browser-Based
Browser-Based

Browser-Based
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This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for email category.
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O Select All | X Category: Email | © Add Fitter X Cloud Selected:0/208
Name # Category + Technology + Popularity + Risk &
Bl und1 Mail Emai Browser-Based L4 4 i [
1126 Mail Email Browser-Based 1488 4K IO
AAIMWebmail Email Browser-Based i 4 4% [N
A AIMWebmail_Attachment Email Browser-Based g $4gK |
woComcast Webmail Email Browser-Based L [N
BCox Webrmail Email Browser-Based 1§ 4§54 [
@ DaumMail Email Browser-Based L4 88 4 IO
= DaumMail Attachment Email Browser-Based L g [
@ DaumMail Send Email Browser-Based b4 4% [N
@FastMai Email Browser-Based L34 $a ]
MGmail Email Browser-Based 13084 o
MGmail Attachment Email Browser-Based L4 4 44% [N
MGmail Attachment Download Email Browser-Based RR D
MGmail Attachment Upload Email Browser-Based L g [
QGmail_Chat Email Browser-Based L3 8 K% T
MGmail GSuite Email Browser-Based 1§ 4 $14Y [
MGmail Personal Email Browser-Based b il [
MGmail Send Message Email Browser-Based *hkkk [
A GMTP Email Network-Protocol R [
EJGMX Webmal Email Browser-Based L3 fHigr [
WHorde Webmail Email Browser-Based 14§ $54% ]
@Hushmail Email Browser-Based L3 8 K% o

Fig :35 (i) Application control — Email category
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Name #

0 LivedoorWebmail

aMail Ru

aMailRu_Mail

f Mailchimp

f Mailchimp_File.Upload

» Mailjet
Microsoft.Exchange Server

JMicrosoft Outlook

JMicrosoft Outlook Office.365

JMicrosoft Outlook Web.App

JMicrosoft Outlook Attachment

JMicrosoft Outlook Attachment Download

JMicrosoft Outlook Attachment.Upload

JMicrosoft Outlook Read Message

JMicrosoft Outlook_Send Message

Iate Mai

INate Mail Attachment Download

JNate.Mail Attachment Upload

JNate.Mail Send

gNaver Mail

gNaver Mail Attachment

gNaver Mail_Send

Fig: 35 (ii) Application control — Email category

Category

Email
Emall
Email
Email
Email
Emai
Email
Email
Emal
Email
Email
Email
Email
Email
Emai
Emai
Email
Email
Email
Email
Emall

Email

4.15 Application control — Game category

Technology

Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Client-Server

Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based

Browser-Based

Popularity
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This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for game category.
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O SelectAll | X Category: Game  © Add Filter X Cloud Selected:0/2C

Name # Category + Technology + Popularity + Risk
wmsfddicting Games Garne Browser-Based L34 48% T
@Aion Game Client-Server 1§ 4§14 T
EAnipop Game Client-Server 13300 (T
$ople Game Center Game Client-Server 13884 T
@Armagetron Game Client-Server L PRI e
# Armor Games Garme Browser-Based L34 48% T
[Battie Net Game Browser-Based 13884 T
W Chinagames Game Client-Server L3 e T
f§iClash Of Clans Game Client-Server TARAR T
@CombatArms Game Client-Server L3 e T
“(Craz3 Match Game Client-Server 13884 T
%DCUniverseOnline Game Client-Server 14§ $g e
§DOFUS Game Client-Server L3 e T
BDrawFree Game Client-Server L34 4% T
[BDungeonAnd Fighter Ganme Client-Server L3 48 4% i
@EAFIFA Game Browser-Based L4 4 (I
@EpicGames Garne Client-Server L34 48% W]
@ Evony Garme Browser-Based  § fidien W
rarmVile Game Browser-Based L34 4% T
[iFortnte Game Client-Server 14804 e
& Garena Game Client-Server 134 4 4% (T
A Guild Wars Game Client-Server L3 e T

Fig: 36 (i) Application control — Game category
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Name #

@PUBG
QQHLDDZ
2QQ _Games
®WQuake
Q@RIft
GRiot.Games
& ROBLOX
@Runes.Of. Magic
PRuneScape
+ Second.Life
#5ina.Game

Wsoloder

Pstarcraft.Broodwar

OSteam

wsStreet. Basketball
BIsuper.Mario.Run
= [ales.Runner

£ Terraria

mmTibia
@Unreal.Engine

mm\alve. Games
ESWAR2Glory

wWarcraft

& WeGame

W Wardfeud
@World Of Tanks
@World.Of Warcraft
#AXbox

AXbox HTTP
g

@vs
BlYahoo.Sports
& Zhengtu
ElZynga.Games

Category
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game

Game

Technology

Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Client-Server
Browser-Based, Client-Server
Browser-Based
Client-Server
Client-Server
Browser-Based
Browser-Based
Client-Server
Client-Server
Client-Server
Client-Server
Browser-Based
Client-Server
Client-Server
Client-Server
Client-Server

Browser-Based

Popularity

Fig: 36 (ii) Application control — Game category

Game
Game
Game
Game
Game
Game
Game
Game
Game
Game
Game

Game

Client-Server
Client-Server
Browser-Based
Browser-Based
Client-Server
Browser-Based
Browser-Based
Client-Server
Browser-Based
Client-Server
Client-Server

Browser-Based

Fig: 36 (iii) Application control — Game category

4.16 Application control — General Interest category

72

BRRRRENUERANRERRRRENIE,

IPRERERECEEmED



This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for general Interest category.

O Select All | | % Category: Generallnterest | © Add Filter x \ PN Cloud |Selected: O/ 20€
Name = Category Technology Popularity Risk
& ActiveSync General.lInterest Client-Server [ e ————
F\\adobeWeb General.Interest Browser-Based |C T
= Airport.Utility. mDNS General.lInterest Client-Server [
o Akamai.Client General.Interest Browser-Based, Client-Server |C T
@ AlexaToolbar General.Interest Browser-Based (=]
@ Allstate General.Interest Browser-Based [ |
a Amazon.Ads General.Interest Browser-Based (]
FAmazon. AWS_Console General.Interest Browser-Based [
A Amazon.Mobile General.Interest Client-Server |C L |
A Amazon.Services General.Interest Browser-Based L |
AstAQL.Search General.Interest Browser-Based L[|
«SAOL Toolbar General.lnterest Browser-Based L[|
~~APC.Powerchute General.Interest Client-Server L[|
=1Apple.Maps General.lnterest Client-Server [
@Apple.News General.lnterest Client-Server [T
&% Apple.Push.Notification General.lnterest Client-Server [
ek Apple.Services General.Interest Client-Server (=]
@Apple.Store General.lnterest Client-Server (]
@~ skFm General.lnterest Client-Server [C T |
LUATET . Connect General.Interest Browser-Based [ —
& AzureWatch General.Interest Browser-Based [
@w»Babylon General.Interest Browser-Based [
Fig: 37 (i) Application control — General Interest category
weuBBC General.Interest Browser-Based
&JBig.Brother General.Interest Client-Server
I>Bing.Bar General.Interest Browser-Based
I»Bing.Maps General.Interest Browser-Based

I»Bing.Search
I»Bing.Search_Image

I» Bing.Search_Safe.Search.Off
I»Bing.5earch_Search.Phrase
Bitcoin.Cryptocurrency.Miner

(pBitly
@BlackberryWorld

General.Interest
General.Interest
General.Interest
General.Interest
General.Interest
General.Interest

General.Interest

Browser-Based
Browser-Based
Browser-Based
Browser-Based
Client-Server

Browser-Based

Client-Server

[EBlogger General.Interest Browser-Based
BBloomberg General.Interest Browser-Based
JHBOINC General.Interest Client-Server

€ Chrome.Bookmark.Sync General.Interest Browser-Based
@ Chrome.Microphone General.Interest Browser-Based
€ ChromeWebstore General.Interest Browser-Based

@CitrixICA
EICNN
==Computrace

= Conduit.Toolbar

BCPUminer.Cryptocurrency.Miner

General.Interest
General.Interest
General.Interest
General.Interest

General.Interest

Client-Server
Browser-Based
Client-Server
Browser-Based

Client-Server

Fig: 37 (ii) Application control — General Interest category
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@Craigslist
weDaum.Shopping
@Dealio.Toolbar

General.Interest
General.Interest

General.Interest

Browser-Based
Browser-Based

Browser-Based

LLEEE)
(wmEEE
[wmEEE
@Dell.Kace General.Interest Browser-Based (mmE=E
@aDell.Service General.Interest Browser-Based, Client-Server ke T
@aDell.SupportAssist General.Interest Client-Server ol e vy (WETEE]
T Distcc General.Interest Client-Server KWWy T o
¥Distributed.Net General.Interest Client-Server b RAGAR R [mmEEE]
7Download.Accelerator.Plus General.Interest Client-Server LR ARt [
0 DuckDuckGo.Search General.Interest Browser-Based Yo vy vy (eSS
6 DuckDuckGo.Search_Safe.Off General.Interest Browser-Based LA 8 AR (EEEEE]
Duolingo General.Interest Browser-Based LR 8 & 2t T o
wveBay Desktop General.Interest Client-Server 1 8 8 & &+ T e
aveBay.Toolbar General.Interest Browser-Based L8 8 & &4 T o
EndNote General.Interest Client-Server e v vy T |
4 Ethereum.Cryptocurrency.Miner General.Interest Client-Server L8 & S*hd
HEventbrite General.Interest Browser-Based ot e de vy [T
BEvernote General.Interest Browser-Based koo [wmEEE
BEvernote_File.Download General.Interest Browser-Based, Client-Server Hodeokeok ok IO |
BEvernote_File.Upload General.Interest Browser-Based, Client-Server o e ok ICT T
BEvernote Login General.Interest Browser-Based, Client-Server *okokok ok IO
Bifeeddler General.Interest Client-Server iy T o
Fig: 37 (iii) Application control — General Interest category
EBFlipp General.Interest Client-Server L8 8 8 & 4 T o
@FortiGuard. DDNS General.Interest Client-Server Hokokokok (WEEEH]
5 Free.Download.Manager General.Interest Client-Server L& 8 & 8% T o
~—FSAE General.Interest Client-Server * R T Ire T o
= FunWebProducts General.Interest Browser-Based Ak iy vy [T |
WGCawker General.Interest Browser-Based L& 8 & 8% W]
wGKrellM General.Interest Client-Server SRR G ke e [mmEE]
@)GOGlobal General.Interest Client-Server kv T o
B Google. Accounts General.Interest Browser-Based L& 8 & 8% o
©Google.Ads General.Interest Browser-Based ok ek [ L |
M Google.Calendar General.Interest Browser-Based *kkokok T o
mGoogle.Calendar_G.Suite General.Interest Browser-Based L& 8 Sxa%s (W
M Google.Calendar_Personal General.Interest Browser-Based *kkok ok [ [
M Google.Calendar Post General.Interest Browser-Based kkodeok T o
GGoogle.Cloud.Messaging General.Interest Client-Server L & kgt [WEEEE
& Google.Earth General.Interest Client-Server *kkkok L[|
#Google FeedBurner General.Interest Browser-Based kT vy [T |
~4Google.Finance General.Interest Browser-Based L8 8 8 & 4 T o
9 Google.Keep General.Interest Browser-Based * kv iy T |
E¥Google.Maps General.Interest Browser-Based L8 8 8 & ¢ [T oy
E*Google.Maps_StreetView General.Interest Browser-Based L 8 8 St T o
b Google.Play General.Interest Browser-Based L8 8 8 S+ T oo

Fig:37 (iv) Application control — General Interest category
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(3Goagle.Push.Notification

GGoogle Search
(Google Search_Image

(Google.Search MobileNoice

(3Google. Search Safe.Off

(Google.Search Search Phrase

GGoogle.Search Video
(Google. Services
o2Google.Toolbar

B Google Translate

f Google_Login

f Google_Login GSuite
f Google_Login Personal
[JGrepsr
@Haiwanging
PHFSFile Server
WHootsuite
(DHPePrint

HTS

T HTTPDownload Accelerator

BT Track
[iHuffington Post

General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest
General Interest

General Interest

Client-Server

Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Client-Server

Browser-Based
Browser-Based
Client-Server

Client-Server

Browser-Based
Client-Server

Browser-Based

18884

A 4 4 4 A
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~=iRods General.Interest Client-Server L RAREa* S T o
2 JavaRMI General.Interest Client-Server L8 & & &% T |
£ JavaRMI_Call General.Interest Client-Server Wk iy T o
£ JavaRMI _Stream General.Interest Client-Server L8 8 & 8% T o
@John.Deere General.Interest Browser-Based L6 & Srdty |
k Kakao.Accounts General.Interest Browser-Based ' 8 & & &% T o
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@ LeBonCoin General.Interest Browser-Based, Client-Server ) SRR NG e
aaLiveTV.Ioolbar General.Interest Browser-Based L & rdrdg mmEe
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BEMapQuest General.Interest Browser-Based L& & & §+ |
@McAfee SiteAdvisor General.Interest Browser-Based L 8 8 & |
w MicrosoftSilverlight General.Interest Browser-Based L8 8 & 8 T o
ElMicrosoft.Store General.Interest Client-Server WIFIriris T
= MinerGate.Cryptocurrency.Miner General.Interest Client-Server Yook e iy vy [EEEEE|
#Mipony General.Interest Client-Server ool R8% (EEEE|
YMLB.com General.Interest Client-Server L8 8 & 8 (mmEEE]
@Monero.Cryptocurrency.Miner General.Interest Client-Server Wk Wiy
BEMS.Firewall.ISA.Client General.Interest Client-Server L& S* S+ g% LT |
EIMSN.Money General.Interest Browser-Based L 8 & & ¢ |
N Nagios General.Interest Browser-Based Wk ol iy T o
EINaverMap General.Interest Browser-Based L8 8 & 8% T o
Fig: 37 (vi) Application control — General Interest category
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[INaver.Search General.Interest Browser-Based L 8 8 & 4 T
= NetFlow General.Interest Client-Server L SAGAG A W
SANetlQ General.Interest Client-Server b SR kNG [T
ANetSupport.School General.Interest Client-Server L& & S*a4s T o
ENewYorkTimes General.Interest Browser-Based bk W
@NZBVortex General.Interest Client-Server L G frgtad T o
= ParosTool General.Interest Client-Server LG & S* a4 T
= PeerGuardian General.Interest Client-Server K vr Ty [EEEEE]
BPepperplate General.Interest Client-Server * ki yy T oen
# Progress.OpenEdge General.Interest Client-Server L GAR GRS T
@PropalmsTSE General.Interest Client-Server *k vy iy [T
BQfer General.Interest Browser-Based, Client-Server L8 R*aA g4 (mmEEE]
QQNAPWEeb.Portal General.Interest Client-Server Wk vy vy vy [T |
RabbitMQ General.Interest Client-Server o He VT W
Rakuten.Toolbar General.Interest Browser-Based by T

r Rapportive General.Interest Browser-Based *dk LY T
MRealtor.Com General.Interest Browser-Based L8 8 & 844 W
= Rstatd General.Interest Client-Server L GAR GRS T
EERT.Noticias General.Interest Browser-Based ook kv mmEE
= Rusers General.Interest Client-Server L |
= SAP.Diagnostic General.Interest Client-Server [T
zrSAP.Message.Server General.Interest Client-Server [ |
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Fig: 37 (viii) Application control — General Interest category
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Name %

FWindows.Phone.Store
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Fig: 37 (ix) Application control — General Interest category
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Fig: 37 (x) Application control — General Interest category
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O SelectAll || % Category: Mobile © Add Filter x| Cloud | Selected: 0/2085
Name € Category Technology Popularity Risk
Android Mobile Client-Server L[ |
& Apple.iPad Mobile Client-Server (mmEE]
®Apple.iPhone Mobile Client-Server (mmEE]

Fig: 37 (xi) Application control — General Interest category

4.17 Application control — Network Service category

This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for network service category.

O Select All || % Category: Network.Service

x| Cloud |Selected: 0/208

Network.Service

Name # — Technology Popularity
A3PC Network.Service Network-Protocol
A 9PFS Network.Service Network-Protocol
AAN Networl.Service Network-Protocol
[PActive.Directory Network. Service Network-Protocol
BAFP Network.Service Network-Protocol
AAH Network.Service Network-Protocol
LAMQP Networl.Service Network-Protocol

A Applicability.Statement.2
AARGUS

Network Service

Network.Service

Network-Protocol

Network-Protocol

AARIS Network.Service Network-Protocol
A Aruba.PAPI Network.Service Network-Protocol
AAS2 Network Service Network-Protocol

# Atom.Publishing.Protocol
AAX25

Network.Service

Network.Service

Network-Protocol

Network-Protocol

4 BBN.RCC.MON Networl.Service Network-Protocol
A BFD Network.Service Network-Protocol
A BGP Network.Service Network-Protocol
A BICC Network.Service Network-Protocol

/A BlackBerry.Enterprise
ABNA

ABOOTP

A BR.SATMON

Network.Service
Network Service
Network.Service

Network.Service

Network-Protocol
Network-Protocol
Network-Protocol

Network-Protocol

Fig: 38 (i)Application control — Network Service category
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A DICOM_C Stare.Request Network.Service Network-Protocol Wk Ty Y iy (]
1/ DICOM_N.Action.Request Network.Service Network-Protocol WYy T
1/ DICOM_N.Create.Request Network.Service Network-Protocol WY T
/1 DICOM_N.Get.Request Network.Service Network-Protocol  Rrugug T
A DICOM_N.Set.Request Network.Service Network-Protocol * v irir iy [T |
4 Discard Network.Service Network-Protocol LA 8 & 2+ LT
4 DLSW.RPN Network.Service Network-Protacol Ll A% [T
4 DLSWWPN Network.Service Network-Protocol LA & 4% T |
A DNS Network.Service Network-Protocol LA & 8 & T |
A DNS_Dynamic.Update Network.Service Network-Protocol LE & 8 & (]
1 DNS_Request. ANY.Record Network.Service Network-Protocol L 8 8 8 ¢ T
1/ DNS_Zone Transfer Networlk.Service Network-Protocol (mmEEE]
A DSR Network.Service Network-Protocol (mmEEE]
ADTLS Network.Service Network-Protocol (mEE=E]
I/ Echo Network.Service Network-Protocol (==
A EGP Networlk.Service Network-Protocol [(mmEEE]
I/ EIGRP Network.Service Network-Protocol (mmEEE]
4 Eklogin Network.Service Network-Protocol L A4 T
A EMCON Network.Service Network-Protocol Wk Ty Y iy (]
AENCAP Network.Service Network-Protocol L8 SARHRH LT
[HEPMD Network.Service Network-Protacol Ll A% [T
AESPIP Network.Service Network-Protocol LA 8 & 8% T |

Fig:38 (ii)Application control — Network Service category
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14 IP.Multicast Network.Service Network-Protocol (WmEEE]

L& IPWithin IP Network Service Network-Protocol T |

A IPComp Network.Service Network-Protocol ICT |

A IPCU Network.Service Network-Protocol ICT |
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Fig: 38 (iii)Application control — Network Service category
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Fig: 38 (iv)Application control — Network Service category

AQUIC Network.Service Network-Protocol
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Fig: 38 (v)Application control — Network Service category
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A SRP Networlk.Service Network-Protocol
A SSCOPMCE Network Service Network-Protocol
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B¥SSH.Over.SOCKS Network.Service Client-Server

A S5L Network.Service Network-Protocol
A SSL SSLv2 Network.Service Network-Protocol
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Fig: 38 (vi)Application control — Network Service category
4 WB.EXPAK Network.Service Network-Protocol
AWB.MON Network.Service Network-Protocol
AWCCPV1 Network.Service Network-Protocol
AWCCPV2 Network.Service Network-Protocol
A WebDAV Network.Service Network-Protocol
4 WebSocket Network.Service Browser-Based
AWHOIS Network.Service Network-Protocol
A Windows.File.Sharing Network.Service Client-Server
AWindows.File.Sharing_Create.Directory Network.Service Client-Server
A Windows.File.Sharing_Create.File Network.Service Client-Server
A Windows.File.Sharing_Delete.Directory Network.Service Client-Server
AWindows.File.Sharing_Delete.File Network.Service Client-Server
A Windows.File.Sharing_Open.Directory Network.Service Client-Server
A Windows.File.Sharing_Print.File Network.Service Client-Server
AWindows.File.Sharing_Read.Executable.File Network.Service Client-Server
A Windows.File.Sharing_Read.File Network.Service Client-Server
AWindows.File.Sharing_Write.Executable.File Network.Service Client-Server
AWindows.File.Sharing Write.File Network.Service Client-Server
AWINS Network.Service Network-Protocol
A WLCCP Network.Service Network-Protocol
AWSN Network.Service Network-Protocol

AX11 Network.Service Network-Protocol

Fig: 38 (vii)Application control — Network Service category
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4.18 Application control — P2P category

This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for P2P category.

O SelectAll || % Category: P2P X| SN Cloud Selected:0/20

Name # Pop — Technology Popularity Risk
@ABC P2P Peer-to-Peer (|
WANts.P2P P2P Peer-to-Peer (]
@sArctic.Torrent pP2p Peer-to-Peer (|
®Ares P2P Peer-to-Peer (|
® Ares_Chat.Join P2P Peer-to-Peer T
[E)Baidu.Music P2p Peer-to-Peer [(EEwE|
.Baidu.P2P P2P Peer-to-Peer (|
= BBCP P2P Peer-to-Peer [
{)Bitcoin P2P Client-Server, Peer-to-Peer (M|
(JBitcomet. HTTP.Seed P2P Peer-to-Peer (]
Bitsnoop P2pP Browser-Based [(mEE—|
MBitTorrent P2P Peer-to-Peer (|
JCabos P2P Peer-to-Peer T
& Cacaoweb P2p Peer-to-Peer [(EEwE|
@ CTorrent P2P Peer-to-Peer (]
#Direct.Connect P2P Peer-to-Peer (mEmmE|
AeMule P2pP Peer-to-Peer [EEEE|
[gExtralorrent P2P Peer-to-Peer (|
EFileGuri P2p Peer-to-Peer [EEEmE]
EAFlashGet P2P Peer-to-Peer (|
Freenet P2P Peer-to-Peer (|
GFrostWire P2p Peer-to-Peer [EEEmE|
Fig:39 (i) Application control — P2P category
Name % Category Technology Popularity Risk
L TorrentSpy P2P Peer-to-Peer (]
[: Torrentz P2P Browser-Based [(mEEmE|
TOTOROSA P2p Peer-to-Peer (EEEEE]
& Trin00 P2P Peer-to-Peer [CT |
Tudou.Speedup P2P Peer-to-Peer (]
BVeryCD P2P Browser-Based [(mEEmE|
Puze P2p Peer-to-Peer (]
PWinMX P2P Peer-to-Peer [(mEEmE|
MWWinny P2p Peer-to-Peer (]

Fig:39 (ii) Application control — P2P category
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4.19 Application control — Proxy category

This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for proxy category.

O SelectAll | X Category: Proxy X Cloud Selected: 0/20¢
Name # Proyy ——— Technology Popularity Risk
T ActMobileVPN Proxy Client-Server
Amaze VPN Proxy Client-Server
AnonymoX Proxy Client-Server
®AnonyTun Proxy Client-Server
[AppVPN Proxy Client-Server
i ASProxy Proxy Browser-Based
Astrill Proxy Client-Server [EmRD]
AtomVPN Proxy Client-Server
§AutoHidelP Proxy Client-Server
EJAvira PhantomVPN Proxy Client-Server [T
BBestline VPN Proxy Client-Server
(OBetternetVPN Proxy Client-Server
@Blockless.ProxyVPN Proxy Client-Server
OBlueSurface Proxy Client-Server
@Browsec Proxy Client-Server
% CGIProxy Proxy Browser-Based
gCiscoVPNClient Proxy Client-Server [0
A Cloud VPN Proxy Client-Server
CowVPN Proxy Browser-Based
% CProxy Proxy Client-Server
CroxyProxyVPN Proxy Client-Server 10

6 CyberGhost VPN Proxy Client-Server

Fig: 40 (i) Application control — Proxy category
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Client-Server
Client-Server
Client-Server
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Fig: 40 (ii) Application control — Proxy category

T

Name # Category & Technology = Popularity = Risk =
mPuff Proxy Client-Server kv Y
APuffin Proxy Browser-Based b 8 & Snd T o
P PureVPN Proxy Client-Server L 8 8 841
(RahaVPN Proxy Client-Server L& Bt
WRusVPN Proxy Client-Server
ElsaferVPN Proxy Client-Server
®SecurityKiss Proxy Client-Server
ESeed4.Me VPN Proxy Client-Server K LT iy ey
“»SetupVPN Proxy Client-Server L& ShEng
«dShadowsocks Proxy Client-Server L& & Srav
OSkyfire Proxy Client-Server 1.8 8 8 &+
@skyVPN Proxy Client-Server L8 8 & 8%
#skyZIP Proxy Browser-Based Wl Yr vy vy
ESnap VPN Proxy Client-Server L8 8 & 8%
= Socks2HTTP Proxy Client-Server wirvririy
[/ SOCKS4 Proxy Network-Protocol 1 8. 8 & & ¢
[ASOCKS5 Proxy Network-Protocol LA 8 8 & 4
@Speedify Proxy Client-Server L& R Eng]
ESpotflux Proxy Client-Server L 8 8 841
BEsSTP Proxy Network-Protocol g R ara T |
#StarVPN Proxy Client-Server *de vy
= SuperVPN.Android Proxy Client-Server

L& & & 8%

Fig: 41 (iii) Application control — Proxy category
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Name # Category Technology Popularity Risk

[JVPN.Go Proky Client-Server
(VPN Master Proxy Client-Server
©VPN Monster Proxy Client-Server
@VPN‘Robot Proxy Client-Server
$WASEL Pro Proxy Client-Server
Wi Free Proxy Client-Server (T
@WindSeribe Proxy Client-Server
WireGuard Proxy Client-Server
[WumaVPN Proxy Client-Server
[ XiaoMingVPN Proxy Client-Server

YogaVPN Proxy Client-Server
§ Yourfreedom Proxy Client-Server
2y Proxy Browser-Based
U ZenMate Proxy Browser-Based
0 ZeroVPN Proxy Client-Server
57PN Connect Proxy Client-Server

Fig: 41 (iv) Application control — Proxy category

4.20 Application control — Remote Access category

This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for remote access category.
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O Select All | X Category: Remote.Access

x| Cloud Selected:0/208

Nami_ R'emote.Access Category = Technology = ‘ Popularity = ‘ Risk =
BEAdobe.Connect_Meeting.Remote.Control Remote.Access Browser-Based L R RS KNS EEEEE|
@AeroAdmin Remote.Access Client-Server L 8 RERtS o
wrAirDroid Remote.Access Client-Server LR R*a% a4 LLLL o
S Alpemix Remote.Access Client-Server L8 8 Srat [EEEEE|
@Ammyy.Admin Remote.Access Client-Server L8 8 8 8 [EEEEE|
# AnyDesk Remote. Access Client-Server WYrYrve vy R
@ Anyplace Control Remote. Access Client-Server Yok Yy vy R
WApple Remote.Desktop Remote.Access Client-Server kT vr iy [EEEEE]
#\Back Orifice Remote.Access Client-Server L & SXg%s T o
EBomgar Remote.Access Client-Server L & SXg%s T o
@ Chrome.Remote.Desktop Remote.Access Client-Server L& & S*ds EEEEE]
BCitrix.Receiver Remote.Access Client-Server L8 8 & 4% T o
@ICitrix.Services_Netviewer Remote.Access Browser-Based ok kirir [EEEEE
[-ConnectWise Automate Remote.Access Client-Server KWW o
“‘ConnectWise.Automate_Remote.Control Remote.Access Client-Server L R RS KNS EEEEE
[CrazyRemote Remote.Access Client-Server WYYV [EEEEE|
BiDameWare Remote.Access Client-Server L8 8 Sxad o
SDeskShare Remote.Access Client-Server Wk Ty o
vg Ericom.AccessNow Remote.Access Client-Server VT Tr Ty [EEEEE|
soFastViewer Remote.Access Client-Server L8 & Srdnd [EEEEE|
FFixMelT Remote.Access Client-Server L RASKAs T o
#®GoToAssist Remote.Access Client-Server Rtk gk T o

Fig: 42 (i) Application control — Remote Access category
Name # | Category = | Technology = | Popularity = Risk =
yRDP Remote.Access  Client-Server L8 8 8 8 ¢ T o
7RDP.overHTTPS Remote.Access  Client-Server ook v vr iy (|
: Remote.Manipulator.System Remote.Access  Client-Server W ok o 1Y vy T o
IRemotelyAnywhere Remote.Access  Client-Server Wy eV vy [EEEEE|
dRemotePC Remote.Access  Client-Server L g SRt g (|
TRexec Remote.Access  Client-Server L RARAEASA [EEEEE
7Rlogin Remote.Access  Client-Server L g Rt gy (|
Rsh Remote.Access  Client-Server L8 & SASA T
tRsupport.RemoteCall Remote.Access  Client-Server ok iy e |
tRsupport.RemoteView Remote.Access  Browser-Based W ok o 1Y vy T o
fiScreenConnect Remote.Access  Client-Server ok vy Yy vy (|
oScreenhero Remote.Access  Client-Server Wir T irie (mmm|
4ShowMyPC Remote.Access  Client-Server L8 8 SAgHs [EEm|
BSolarwinds.Take.Control Remote.Access  Client-Server L& REQA QS o
«Splashtop Remote.Access  Client-Server Yook b Yy vy [
kSpy.Agent Remote.Access  Client-Server | GAGESA QS o
pSupremo Remote.Access  Client-Server L& REQA S (|
¥Synergy Remote.Access  Client-Server L SXEAGH EEEm]
1TeamViewer Remote.Access  Client-Server LA 8 8 8 |
] TeamViewer_CallReceive Remote. Access  Client-Server L8 & 5 & 4 o
1TeamViewer_CallRequest Remote.Access  Client-Server Wk k (|
RTelnet Remote.Access  Client-Server L8 8 8 & EEEEE|

87



Fig: 42 (ii) Application control — Remote Access category

4.21 Application control — Social Media category

This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for social media category.

O SelectAll | X Category: Social Media X Cloud Selected:0/208

Name # S0cia Mediz —— Technology Popularity Risk
r2ch Sacial Media Browser-Based [T
+-2ch_Post Sacial Media Browser-Based [T
£:5ch Social Media Browser-Based (T
+.5¢ch_Post Social Media Browser-Based (T
A fter.School Social Media Client-Server [T
A opleDaily Social Media Client-Server (T
[Badoo Social Media Browser-Based (I
sBaidu Tieba Social Media Browser-Based mEEe
o Bubbly Social Media Client-Server T
wCare? Social Media Browser-Based mEEe
@ Circle OfMoms Social Media Browser-Based mEEe
OCyworld Social Media Browser-Based (LR
««Daum.Blog Social Media Browser-Based T
wDaum Cafe Social Media Browser-Based mEEe
# DeviantArt Social Media Browser-Based (LR
FlDiisted Social Media Browser-Based (LR
®Eyejot Social Media Browser-Based T
3 acebook Social Media Browser-Based [T
3 acebook AppName Social Media Browser-Based (TN
3 acebook Apps Social Media Browser-Based (ummmn|
i acebook Chat Social Media Browser-Based ([ EE
3 acebook File.Download Social Media Browser-Based [T

Fig: 43(i) Application control — Social Media category
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Name # Category * Technology + Popularity & Risk &
t Houseparty SocalMedia  Client-Server XRhkk [
RFTTT Social Media Browser-Based 1§ ¢ $13x Wi
BimgurFieUpload SocialMedia ~ Browser-Based  frdidian W
nstagram SocialMedia ~ Client-Server il d i
instagram File.Upload SocialMedia ~ Client-Server bl d i
instagram Login SocialMedia  Client-Server XAARR |
nstagram Post SocialMedia ~ Client-Server XRhkk |
instagram Video SocalMedia ~ Client-Server L ad [
odel SocialMedia  Client-Server L § 4K WA
KakaoStory SocialMedia ~ Browser-Based L§.4 41g% W
Keek SocilMedia  Client-Server 4.4 g% |
NLinkedin SocialMedia ~ Browser-Based XAAAR (T
NLinkedIn File Download SocialMedia ~ Browser-Based L4 x4 i
NLinkedIn File.Upload SocialMedia ~ Browser-Based 8.8 413 o
NLinkedin Login SocialMedia ~ Browser-Based L § g |
NLinkedin Message SocialMedia  Browser-Based L4 8 414% |
NLinkedin Post SocialMedia ~ Browser-Based L§.4 41g% W
Mivejournal SocialMedia ~ Browser-Based XXRRR [
3Mail Ru_Moimir SocialMedia ~ Browser-Based L4804 |
Marvel SocialMedia ~ Browser-Based L8 g o
=Meetup Social.Media Browser-Based rkk (I
=Megtup_Email SocialMedia ~ Browser-Based L§ g |
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Name #

7 Reddit_Post
mRenren
mRenren_Apps
mRenren_Posting
[arahah

# Sina.Services
#y SinaWeibo

# SinaWeibo_Post
"\Snapchat
1.:50hu

@ Tapatalk
WTaringa

[Tellagami
[ TencentWeibo

i rencentWeibo_Login

i Tencent Weibo_PublishMessage

w[ianyaBBS

@ Tinder

w [0.Be Honest
Trippy

) [

yumblr

Category
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media
Social Media

Social Media

Technology
Browser-Based
Browser-Based
Browser-Based

Browser-Based

Browser-Based, Client-Server

Browser-Based
Browser-Based
Browser-Based
Client-Server
Browser-Based
Browser-Based
Browser-Based
Client-Server
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Client-Server
Client-Server
Browser-Based
Client-Server

Browser-Based

4.22 Application control — Storage Backup category

Popularity

Fig: 43 (iii) Application control — Social Media category

Risk

BERENERBNERRNEREEEROOL

This category controls the flow of application in the internet link. The below figure shows the

various categories using this standard for storage backup category.
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O Select All || % Category: Storage.Backup

e Storage.Backup

x| [l Cloud Selectec: 0/2085

-
v

———o—

Technology +

Popularity =

AA4shared
A4shared_File.Download
A4shared_File.Upload
E360Yunpan
E3460.Yunpan_File.Download
E360Yunpan_File.Upload
E)360Yunpan_Login

“fAccellion

J-Acrobat.Cloud
J-Acrobat.Cloud_Download
J-Acrobat.Cloud_Upload

AADFS

BAdobe.Creative.Cloud

BAdobe. Creative.Cloud_File.Download
BAdobe. Creative.Cloud_File.Upload
F\Wdobe.Send.Track

AADrive

TIAFS

BAmazon.Cloud.Drive
BAmazon.Cloud.Drive_File.Download
B3Amazen.Cloud.Drive_File.Upload
BAmazon_Login

Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup

Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Client-Server

Browser-Based
Browser-Based
Browser-Based
Network-Protocol
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based, Client-Server
Client-Server

Browser-Based
Browser-Based
Browser-Based

Browser-Based

L8 8 & & ¢
L8 & & $%
L8 & SFa%
L8 & Srdn
*T Ty
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Fig: 44 (i) Application control — Storage backup category

Name # Category = | Technology = Popularity = =
c Cubby Storage.Backup Client-Server LB 8 Sxgts
= CVSup Storage.Backup Client-Server kT Ty
®Diino Storage.Backup Browser-Based LB RAGAgs
22Dropbox Storage.Backup Browser-Based W e ek
Client-Server L 8 4 & &%

##Dropbox.Lan.Sync.Discovery.Protocol
$2Dropbox_File.Download
$#Dropbox_File.Edit
$2Dropbox_File.Upload
$#Dropbox_Login

& Droplr

& Droplr_Download

¢ Droplr_Link

& Droplr_Preview

& Droplr_Upload

& DropSend

& DropSend_File.Upload
@Druva.lnSync

GeFolder

EdEznyte
Ed3Eenyte_File.Download
EAEgnyte_File.Upload
BElephantDrive

Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage.Backup

Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based
Browser-Based
Browser-Based

Browser-Based, Client-Server

91

LB AR
L& rggns
L g AR

*v‘%e‘s@’&

L g AR
ok Y Y vy

bedih SIS ginedi i 3

| % L B K
A S S
R o A

o
o

o
>

o %%
| I M %
| o ¥
b S o

L AR R JB 2B 2B 2B 2B 2 B 2 -
batg
s
s
s

»
Ep
£
s

PRRARRIREARRRRARARNTE:



Fig: 45 (ii) Application control — Storage backup category

O SelectAll | X Category: StorageBackup @ Add Filter

% [0 Cows Selcte: 07208

Name # Category = Technology = Popularity Risk <
#iCloud Login StorageBackup  Browser-Based *ir ety i
fInsync StorageBackup  Client-Server  QHatoHeh i
& Insync_File:Download Storage.Backup Client-Server Wizirion [
InterSystems.Cache Storage.Backup Client-Server RUWWW A
/D1 Backup StorageBackup  Client-Server ' 2 8 dHa i
(yJianguoyun StorageBackup ~ Client-Server  § Shdien |
AJianguoyun Download StorageBackup  Client-Server  fandien W
(@Jianguoyun Upload StorageBackup  Client-Server Ririrdesr i
“JumboMail Storage.Backup Browser-Based .8 § i I
6KT.Ucloud Storage.Backup Browser-Based ) 8.4 $re%¢ [
6 KTUcloud_Download Storage.Backup Browser-Based | §Handngy; [
6 KT.Ucloud_Upload StorageBackup  Browser-Based | digviien |
(B astPass Storage.Backup Client-Server 1 8.4 6 4% [
¥ Letty StorageBackup  Client-Server  fandien W
AMailRu_Cloud Storage.Backup Client-Server ) § $rdvani [
oMediaFire Storage.Backup Browser-Based 8884 [
©oMediaFire_File.Download Storage.Backup Browser-Based 1§ & fHd [
oMediaFire_File.Upload Storage.Backup Browser-Based  § drivin D
QMege StorageBackup  Browser-Based ' 88 8 4 i
EMendeley StorageBackup  Browser-Based 1 8 8 erdi |
YaMozy StorageBackup  Client-Server ' 2 8 Hn i
MNaverCloud Storage.Backup Browser-Based ) 8.4 $re% [

Fig: 45 (iii) Application control — Storage backup category
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Name
0Sina\Vidisk_File.Upload
+ySlideshare
#lideshare_File Download
4 lideshare_File.Upload
G505 Online.Backup
0 SpiderOak
[studiopass
Yugardync
YSugarSync_File Download
Sugardync_File.Upload
(pSymiorm
~SynologyDSM
[B]TeamDrive
[B]TeamDrive_Upload

Totodisk
YUlozto
[ Veritas Backup Bxec
[ Veritas NetBackup
@ WatchDox
wWebHard
@WeTransfer
@WeTransfer_File.Download

Category
Storage.Backup
Storage.Backup
Storage Backup
Storage Backup
Storage Backup
Storage.Backup
Storage.Backup
Storage Backup
Storage Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage Backup
Storage Backup
Storage.Backup
Storage.Backup
Storage Backup
Storage Backup
Storage.Backup
Storage.Backup
Storage.Backup
Storage Backup

Technology

Client-Server

Browser-Based
Browser-Based
Browser-Based

Client-Server

Browser-Based
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Client-Server
Browser-Based, Client-Server
Browser-Based, Client-Server
Client-Server

Browser-Based
Browser-Based

Client-Server

Client-Server

Browser-Based
Browser-Based
Browser-Based

Browser-Based

Popularity

Fig:45 (iv) Application control — Storage backup category

4.23 Application control — Update category

BEEEERARBBEEOERRBEEEEERE=

This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard for update category.
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O SelectAll | % Category: Update X Cloud Selected:0/208!

Name # Undate — Technology Popularity Risk
$360.5afeguard Update Update Client-Server [T {
I\ Wdobe Update Update Client-Server ey

* AlTools.Update Update Client-Server T
 AlYac.Update Update Client-Server [T
@Apple Software.Update Update Client-Server T
T Apt-Get Update Client-Server T
J{ AvastUpdate Update Client-Server [T
#AVG.Update Update Client-Server T
[3Avira.Update Update Client-Server T
[@Bitdefender.Update Update Client-Server [T
€ Chrome.Update Update Browser-Based T
@Dell Update Update Client-Server T
@Driver.BoosterUpdate Update Client-Server [T
@0ubaUpdate Update Client-Server T
@Firefox Update Update Client-Server T
wFlexeraPS| Update Client-Server [T
@FortiClient Update Client-Server (T
BlinstallAnywhere Update Update Client-Server T
wo|ntel.Resource.Download Update Client-Server [T
(@ iTunes_Update Update Client-Server T
! JavaUpdate Update Client-Server T
[T

KKaspersky.Update Update Client-Server

Fig:46 Application control — Update category
4.24 Application control — Video /Audio category

This category controls the flow of application in the internet link. The below figure shows the
various categories using this standard.
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O Select All || % Category: Video/Audio

Video/Audio

x| Cloud Selected: 0/20¢

Name < | memnm Technology < | Popularity = Risk =
B 1kxun Video/Audio Client-Server L & & Sk IC ]
Eastracks Video/Audio Browser-Based, Client-Server lafiaf B %1 (W]
&ABC.Com Video/Audio Browser-Based L 8 & & &+ T |
rg‘Adcbe.Flash.Media.PIayback Video/Audio Client-Server . ICT |
QAIrVideo Video/Audio Client-Server ICT |
awAirtime Video/Audio Browser-Based [(mmEEE]
@ AllMusic Video/Audio Browser-Based LL BEn|
-Amazon.Music Video/Audio Browser-Based, Client-Server [ -]
@AmazonVideo Video/Audio Browser-Based ICT |
ap AP Archive Video/Audio Browser-Based ICT |
B~ pple.Daily_Video Video/Audio Browser-Based [(mmEEE]
@ aTube.Catcher Video/Audio Client-Server LL BEn|
“@Baidu.Player Video/Audio Peer-to-Peer ICT |
w Baofeng Video/Audio Peer-to-Peer [ -]
BEIBEC.iPlayer Video/Audio Browser-Based ICT |
{3 Bigo.Live Video/Audio Client-Server [(MEEE=]
“weBrightcove Video/Audio Browser-Based [mmEEE]
©Cienradios Video/Audio Browser-Based ICT |
2% CNLive Video/Audio Browser-Based, Client-Server ICT |
EICNNVideo Video/Audio Browser-Based [(WEEEE|
e CNTV Video/Audio Browser-Based (mm=EE]
DComedy.Central Video/Audio Browser-Based LL BEn|

Fig: 47 (i) Application control — Video /Audio category

Name Category < Technology < Popularity < ‘ Risk <
(@iTunes_Podcast Video/Audio Client-Server LA 8 & 8% ICT |
Video/Audio Client-Server *hkkok T
3 Video/Audio Browser-Based wrkkokok [EEEEE|
B/ango Video/Audio Browser-Based 2 2.8 8 3 T
«=Kboing.Music Video/Audio Client-Server L8 & S4a%4 T
PKeyholeTV Video/Audio Client-Server L8 8 SAa%d T
#Kodi Video/Audio Client-Server L& 8 & 8% T o
BKus Video/Audio Browser-Based L& & & &+ (]
OKugou Video/Audio Peer-to-Peer L8 8 & 8%4 [EEEEE|
% Kuwo.Music Video/Audio Browser-Based ook ok T o
BLastFM Video/Audio Browser-Based L8 8 8 & 4 T
kleTV Video/Audio Browser-Based L& & & 8+ ]
BlLivestream Video/Audio Browser-Based L8 8 SAG%d T
@MediaMonkey Video/Audio Client-Server L8 & S*8% (]
& MelOn Video/Audio Browser-Based L& & & 8+ mmE]
4 Metacafe Video/Audio Browser-Based wkokodery T
@Miro Video/Audio Client-Server Wk ok ir iy T e
A MMSH Video/Audio Network-Protocol (mmEEE]
T MPEGTS Video/Audio Network-Protocol L EEn
ONapster Video/Audio Browser-Based (mmEEe]
EINaver.Livestream Video/Audio Browser-Based [ |
4 NBAVideo Video/Audio Browser-Based [mmEEE]
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Name & Category < Technology = Popularity Risk <

#SHOUTcast Video/Audio Client-Server L& 8 ke T o
BEshowtime.Anytime Video/Audio Browser-Based, Client-Server L8 8 g*s ICT |
$SinaVideo Video/Audio Browser-Based L8 8 & 8% T o
Blsky.Go Video/Audio Client-Server kT vy T
ESlacker Video/Audio Browser-Based L 8 8 8% T
WslingTV Video/Audio Browser-Based ok kkok L[|
-=15milebox Video/Audio Client-Server ok ok T
&SohuTV Video/Audio Browser-Based L 8 8 8% T o
&4 Songr Video/Audio Client-Server 8 Saguded T |
OSoribada Video/Audio Browser-Based *kkr iy T o
ESSoundCloud Video/Audio Client-Server ok ok T o
©5potify Video/Audio Client-Server TRk khk [EEEEE|
Estitcher Video/Audio Client-Server L8 8 & 8% T
1A Stream.Media Video/Audio Browser-Based wkdodkok T o
BStreambox Video/Audio Client-Server Ty [mmEE]
@SuperLivePro Video/Audio Client-Server L& g a*itd mmE]
®SVT.Play Video/Audio Browser-Based L & SAG%d T o
«Tagoo Video/Audio Browser-Based L R A* A [AEEEE|
mwTED Video/Audio Browser-Based, Client-Server L8 8 & 8% T
= TencentVideo Video/Audio Browser-Based ok kokok T o
ElTikTok Video/Audio Client-Server L& & kg% T o
@TimeWarner.Cable_Video Video/Audio Browser-Based LR S 8 8% (mmE|

A 4 4 4 A

Fig: 49 (iii) Application control — Video /Audio category

Name # Category = Technology = Popularity Risk &
aYouTube Video/Audio Browser-Based okhedok T o
O YouTube.DownloaderYTD Video/Audio Client-Server Yoo [ [ B
o YouTube_Channel.Access Video/Audio Browser-Based L8 8 & & f T o
aYouTube_Channel.ID Video/Audio Browser-Based LA 8 8 8 f ICT |
@ YouTube_Comment.Posting Video/Audio Browser-Based 1§ RrgxgEs T |
@YouTube_HD.Streaming Video/Audio Browser-Based L8 8 8 8§ T o
o YouTube_Search.Safety.Mode.Off Video/Audio Browser-Based L8 & & &% AR
@ YouTube_SearchVideo Video/Audio Browser-Based L8 & & &% [T
o YouTube_Video.Access Video/Audio Browser-Based L8 8 & & f T |
@ YouTube_Video.Embedded Video/Audio Browser-Based wh ok k LT |
@YouTube_Video.Play Video/Audio Browser-Based L 8 & Sad*s T |
@YouTube Video.Upload Video/Audio Browser-Based L8 & S*g%S [EEEE]
©Zattoo Video/Audio Browser-Based ok Wiy T o
#Zune Video/Audio Client-Server L 8 & Sadis T on

Fig: 49 (iv) Application control — Video /Audio category
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4.25 IPS sensor

IPS sensor signature are shown below, can be setup with block or quarantine actions. The sensor
signature can be modified to block the network activity based on its behavior.

Edit IPS Sensor protect_client vO m i

vigtiveun v T IV s M ULV WSV AT TTUGIN )| Wi [TV b M e i

Fig:50 IPS sensor
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Edit Filter x
X Target: client © Add Filter x
Name # Severity Target oS
Adobe.Acrobat.CVE-2018-15985.Memory.Corruption [T LE| Server, Client Windows, Linux, MacOS TCP,HTTP,F1 B
Adobe.Acrobat.CVE-2018-15986.Memory.Corruption (] Server, Client Windows, Linux, MacOS TCP,HTTP, F1
Adobe.Acrobat.CVE-2018-15987.Memory.Corruption (] Server, Client Windows, Linux, MacOS TCP,HTTP, F1
Adobe.Acrobat.CVE-2018-15991.Memory.Corruption R Server, Client. Windows, Linux, MacOS TCP, HTTP, F1
A\dobe.Acrobat.CVE-2018-15992.Memory.Corruption (Em Server, Client Windows, Linux, MacOS TCP,HTTP, F1
Adobe.Acrobat.CVE-2018-15993.Memory.Corruption (] Server, Client Windows, Linux, MacOS TCP,HTTP, F1
Adobe.Acrobat.CVE-2018-15994.Memory.Corruption [T LE| Server, Client Windows, Linux, MacOS TCP,HTTP,F1
Adobe.Acrobat.CVE-2018-15995.Memory.Corruption [ Server, Client Windows, Linux, MacOS TCP,HTTP,F1
Adobe.Acrobat.CVE-2018-159%26.Memory.Corruption (] Server, Client Windows, Linux, MacOS TCP,HTTP, F1
Adobe.Acrobat.CVE-2018-16001.0ut.of. Bounds.Read [ Server, Client Windows, Linux, MacOS TCP,HTTP,F1
Adobe.Acrobat.CVE-2018-16002.0ut.of.Bounds.Read L1 1] Server, Client Windows, Linux, MacOS TCP,HTTP, F1+v
4 >
« || < 1 /71 > » [Total: 3530]
Severity Target s Service Action
[CL L Server Windows TCP.FTP & Block
(| Server Windows TCRHTTP & Block
LT 1] Server Linux TCP.HTTP @& Block
[CL L Client Windows TCR.HTTP & Block
L LT[ Server Windows TCP @& Block
L L[| Server, Client Windows TCP. HTTPR, FTR, SMTP, POP3Z, IMAP, NNTP &l Block
(| Server Other TCRHTTP @& Block
Server, Client  All TCP & Block
Server All UDP, DNS & Block
Client All TCP @& Block
[CL L Server, Client Windows TCP,.SMTP.HTTP & Block
Server All TCR.HTTP @& Block
[ Server Windows, Linux, BSD, Solaris, MacOS TCP.HTTP & Block
Server Linux, BSD TCP.HTTP & Block
Server Linux, BSD TCRHTTP & Block
[ Server Linux TCRHTTP @& Block
(R Server wWindows TCP @ Block
[ Server Linux, BSD TCRHTTP & Block
v Client Windows TCP.HTTP & Block
Server All TCRHTTP & Block
LLL LI Server Windows TCR.HTTP &l Block

Fig:50 Edit filter — IPS filters
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The Above Figures demonstrates , the IPS sensors , which are signature based and can be applied

to the firewall rules , internally and externally , the action field displays the action in case of the

event match to the rule.

4.26 SSL inspection

Edit SSL/SSH Inspection Profile

A 11T uUTiavil Jiviie 12 1cau viiy.

Name certificate-inspection

Read-only SSL handshake inspection
profile.

Comments

SSL Inspection Options

Enable SSL Inspection of

Inspection Method
CA Certificate

Protocol Port Mapping

Inspect All Ports

HTTPS 443

SSH Inspection Options
SSH Deep Scan

Full SSL Inspec

ction

43/255

& Download Certificate

Fig:51 SSL/SSH Inspection Profile

The above figure, displays the security features that is enabled on the traffic which is SSL enabled

, the SSL traffic is checked using certificate inspection , Sites with invalid certificates can be

allowed as exceptions.

99



4.27 Logs and reports of events

The setup is capable of the below Log and events , to monitor the operations of the network , it is
important the logs are check periodically and any anomalies are acted upon with due care , along
with the monitoring we can setup automated email alerts based on the type of the event , where an
email would be triggered without human intervention , below is the figure which display the events

with which alerts can be triggered to the IT administrator.

I L.l Log & Report b
Forward Traffic
Local Traffic
Sniffer Traffic
System Events
Router Events
VPN Events
User Events
Endpoint Events
HA Events
Security Rating Events
AntiVirus
Web Filter
DNS Query
Application Control

Fig 52: Logs and report of events
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The below figure email alert system, for the security events. Which consist of following fields
such as SMTP server, Port , default reply to, authentication and security mode.In this

implementation port 465 is used as the SMTP for communication.

B EmailService @

Use Custom Email Server ©

SMTP Server test.tes.n:on{

Port 465

Default Reply To

Authentication 9 )

Security Mode None STARTTLS

Fig:53 Email Service

The alert can be set up for security, which as intrusion detection, web filter, policy denied traffic.
Administrative setup consist of disk usage, administrative login, configuration change,

authentication and HA status change.
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Email Alert Settings

Enabled (@]

From
To
-]

Alert parameter Sewverity

Interval €& 5

Security

Intrusion detected
WVirus detected
Web Filter blocked traffic

‘X'

Policy denied traffic

Administrative

Disk usage exceeds _»
FortiGuard renewal due within 3¢
Administrator login/logout _»
Configuration change _»
Firewall authentication failure 3

HA status change _»

Fig 54: Email alert Setting

4.28 Firewall Policy summary

Below is the figure which displays the summary of the firewall policies, the directions are internal
to internal & internal to external ( WAN — internet facing ) and vice versa , each policy can be

enables with the security standards discussed above in a granular method .
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Destination
-] Minternet {wan1) — M Camera Network {port3) €

31 camera =l & Camerza Balways [@ALL v ACCE. @Ena. default Uu. 7381MI
certificate-in:

2 Minternet {wan1) — [ Lan&Phone (port1) €

32 Rdp Bal & Cellcity Wk [g always @ROP W ACCE. @Ena. default U . 416 G
E high_security
certificate-in:

33 sgl-mon-. g Blucke @& SQL-MON- g always @SqLM « ACCE. @ Ena. default U U at
E hizh_security
certificate-in:

34 pabx al & PABX @always | @ALL K  vACCE. @Ena. default UUu. 2217M

-] Lan&Phone (port1) — mmternet {wan1) €

35 Exfeptio.. [Pecsap Jall @ zlways @ ALL o ACCE. @Ena. default P U. 11066Gt
& CCser E O M-Prevelis
@ CCsa default
% Except B ovi-Prevelis
o SAPse @
36  STaff-lan gl =l Balways (@ALL  VACCE. @Ena. default WU. 6516Gt
=] staff-LAN-DY
default
I3 staif-LAN-DY
{+2]
42 Deny ol =l Galways AL @ DENY @ Al ot

] M wifi Network (port4) — B FTEY internet fwan1) €

40 exceptio. 1 wirele 3 all Galways @ALL  vACCE. @Ena. default Uu. 803536
= ovn-Prevelis
m default

m DY MN-Prevelis
2]

41 Wireless..  gall =l [ always @ ALL  ACCE. @& Ena. de[gult P U. 11759Gt
| BRI — o T B

Fig 55: Firewall Policy summary
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4.29 Granular Firewall Policy configuration — with Security standards enabled.

Below is the figure which demonstrates a policy with all security standards, discussed above

each of the standard is enabled after it is being created as a profile.

Edit Policy

Name @ Preveliged-Lan

Incoming Interface | ™ DYNAGROW LAN (lan1) v

Outgoing Interface = ™ BBl internet (wan) v

Source = jagspe-lan X
+

Destination =al X
+

Schedule [ always v

Service WAL x
+

Action U@ Cul @ DENY | = LEARN

Firewall / Network Options

NAT ©

IP Pool Configuration  RUSONEGTEA G EWINGIESE Use Dynamic IP Pool

Security Profiles

AntiVirus © | [E3 OYN-Common 4
Web Filter o ]

Application Control @ | |EEJ Preveliged - ¢
Proxy Options default 4
S5L Inspection certificate-inspection v 4
Logging Options

Log Allowed Traffic €0 JREelunga= el All Sessions

Comments | Write a comment... A o

Fig 56: Granular Firewall Policy configuration — with Security standards enabled
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4.30 Firewall compliance & Up to date definitions

It is important that the subscription on the device is active, as every day new threats are evolving

and being spread across the internet, it is paramount that the firewall is up to date with the new

updates, below is the figure which demonstrates the device compliance and the date of the release

of the relevant updates.

Hardware Version
Enhanced Support

Firmware & General Updates
Application Control Signatures
Device & OS Identification

Internet Service Database Definitions

Intrusion Prevention
|PS Definitions

IPS Engine
Malicious URLs

AntiVirus

AV Definitions

@ Advanced hardware - expires on 2020/02/25
@ 24x7 support - expires on 2020/02/25

@ Licensed - expires on 2020/02/25

® Version 14.00605 © Upgrade Database

@ Licensed - expires on 2020/02/25

® Version 14.00605 © Upgrade Database

@ Licensed - expires on 2020/02/25

® Version 68.00217 © Upgrade Database

Fig 57: Firewall compliance & Up to date definitions
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CHAPTER -V
RECOMMENDATION
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CHAPTER -5

5.1 Recommendation

From the research, the following recommendation should be taken into consideration before

designing a infrastructure for any corporate network.

1. Select a suitable firewall based on security requirements
2.Configuring the security standards as per the best practices
3.Monitoring of security events and recording using syslogs server
4.Use single sign-on wherever possible

5.Use web filtering by blocking all and allowing what is needed

6. Use Application filtering by blocking all and allowing what is needed
7. Use DNS filtering by blocking all and allowing what is needed
8. Use IPS filtering by blocking all and allowing what is needed
9.Segregate important areas of the network

10.Use proxy-based packet scanning rather than flow based
11.Use SSL inspection

12.Update the firewall firmware for performance and accuracy
13.Use VVPNs for remote access

14.Use vulnerability scanning tools on the network frequently
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15.Monitor bad logon attempt to the firewall
16. Setup automated network isolation in the event of system compromise detection
17.Restrick access to the firewall configuration only from trusted host

18.Manage separate login credential for the firewall administrator with segregation of duty
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CHAPTER - VI
CONCLUSION AND FUTURE RESEARCH
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CHAPTER -6
6. Conclusion and Future research

6.1 Conclusion

In this research, a secure network environment has been created using the firewall security
standard based on the company security policy. It is paramount that the security standards are
optimized based on the security guideline as per the best practices and industry standards. This
research has been carried out in the real time environment to prove the robustness of the
environment against malware attacks and system compromise event, hence reducing the downtime

and loss of data integrity.

It is evident from the implementation that the current firewall setup configuration can safeguard
network environment incase of system breaches and compromise. The security standards such as
web filtering, content filtering, DNS filtering, application control, IPS and network segregation

play a major role in securing the environment against any possible attack on the network.

6.2 Future research

In order for the security standard to work effectively it is important that the definitions are regularly
updated to secure the network against nature of Zero-day attack. This research can be further
carried by implementing network segregation in conjunction with the security standard discussed

in the above research.
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