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Abstract 

 

In recent days possible attacks on the networks has been increased and causing huge financial loss 

for the various organization due to lack of proper security standards. Modern networks have 

several services and zones like Voice, Data, ISP networks, Access control, surveillance, DMZ 

zones and hosting websites etc. Proper planning and access control within each zone are important 

to avoid network compromise. This research details on how the network can be security standards 

can be implemented using effective controls, in and out of each service zones. The focus of this 

research is intended to reduce down time and loss of service in an event of a network compromise 

or an external attack such as DoS, Distributed Denial of service attacks, Brute Force attack, Packet 

Sniffing and phishing attacks. The results confirm, when the network is structured using effective 

controls, in and out of each service zones will increase the security, decrease the down time and 

extent of compromise. 
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Abstract 

 

 

 In recent days possible attacks on the networks has been increased and causing 

huge financial loss for the various organization due to lack of proper segregation. 

Modern networks have several services and zones like Voice, Data, ISP networks, 

Access control, surveillance, DMZ zones and hosting websites etc. Proper planning 

and access control within each zone are important to avoid network compromise. 

This research details on how the network can be segregated using effective controls, 

in and out of each service zones. The focus of this research is intended to reduce 

down time and loss of service in an event of a network compromise or an external 

attack such as DoS, Distributed Denial of service attacks, Brute Force attack, Packet 

Sniffing and phishing attacks. The results confirm, when the network is segregated 

using effective controls, in and out of each service zones will increase the security, 

decrease the down time and extent of compromise.  
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CHAPTER-1 

I INTRODUCTION 

Modern networks have several services and zones like Voice, Data, ISP networks, Access control, 

surveillance, DMZ zones hosting websites etc., proper planning and access control from and within 

each zone is important to avoid compromise [1]. 

In this research we would research how the network can be secured using effective controls, in and 

out of each service zones. Generally, firewalls are made to protect in opposition to un-validated 

logins from external network [2][3]. Mostly firewall depends on the capacity of the firewall, it 

permits the valid users to pass the traffic both inbound and outbound of the network. However, 

physical security is like armed guard and security can be used to protect our network physically, 

where as the firewall secures the network from the remote logins. 

Firewall is the singe choke point control which grants and rejects the traffic looking into the 

configuration. Administrator can audit each and every connection that has passed through the 

firewall [4][5][6]. Firewall configuration is the key for the protecting the network, firewall policy 

should also match with the organization policy in-order to provide effective controls on the 

network. It has helps in preventing the malware and wasting of the bandwidth by utilizing the 

unwanted service, which hammer the operation of the organization.  

1.1 Two firewall types 

i. Application layer firewall 

ii. Network layer firewall 

Firewall’s are now not much extraordinary as we think, which purely depends on the mechanism 

that we use to allow and omit certain connections in the network [6][7][8]. Standards like ISO –

“International Standard Organization” and OSI – “Open system Interconnect” mannewuin defines 

types to be includes seven layers, the place every layer gives offerings to other higher layer on the 

relay. The vital issue to apprehend is forwarding technique can perform interaction between the 

firewall. Usually it is valuable to secure the system with firewall. Most of the organizations prefer 
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this type of security. Protecting the network form the unauthorized user accessing the valid 

network and infecting the network with the can be better handled using the combination of both 

hardware and software-based firewall [1]. 

Firewalls stops the traffic from the non-public network on the internet. Each packet that flow 

through the protected network need to flow through the firewall for the authentication process. 

Based on the organization policy the packets are decided to pass through or blocked by the firewall. 

Firewall rules can be customized in-order to increase the security features which enables more 

protection for the network [9]. 

Firewall basically use the source, destination and port number of the incoming packet to the 

network. Routers are the simple layer firewall where it helps to find the packet arrival and the 

discard on the network. The network setup needs to be configured based on the security policy put 

in place which helps to secure the entire network. Filters were used to list filter the content and 

analyses the utilization of the services. Transparent firewall like software based helps to increase 

the network security [10]. 

Lots of sophisticated has been increased in the community layer firewalls have come to be an 

increasing number, and now hold interior data about the nation of connection.  Most of the software 

layer firewall is not transparent to the end user. Update on the older version and enhancement has 

increased the efficiency of the software-based firewall. Cost effective way to protect the network 

form the intruder [11][12][13]. 

Community and utility layer firewall is the future which helps to grant more precious audit and 

grant. Checking for the malwares is the key to protect the network from the internal and external 

stakeholder. Firewall helps to mange data packet and manage connections. Access rules were set 

in order to check for the validity of the user. Packet inspection is the one of the ways to analyses 

the packet in the network which helps prevent the denial of service attacks. Fare adoption of 

firewall is the key to any organization which need to maintain the security standards as per the 

policy specified [14][15]. Following the effective security policy in the organization helps in 

increase of network security and organization security standards. 
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Firewalls used to enhance the protection by enabling the granular control with which type of the 

system function can be processes to access the network. The firewall can be used by different kinds 

of the signs and node condition to accept and reject. Firewall are most comfortable to operate the 

sounds and setup the system. 

1.2 Non-public Firewall  

It's miles essential to apprehend “why we want a firewall and how it allows us within the world of 

cozy computing”. “We want to recognize the desires of the information safety as it helps us to 

recognize how a firewall may additionally deal with those wishes” [16]. 

1.3 Personal Firewall 

In age of the excessive-velocity net access, you electrically connect your pc to s vast network over 

which, until you’ve got set up a private firewall, you have limited manage and from that you have 

confined safety. Until recently, except you laboured for a company that furnished high pace 

internet get right of entry to. Like whatever, the “high-speed connection” got its personal draw 

backs.” In a manner, connecting to the net through excessive-pace connection is like leaving the 

front door of your private home open and unlocked” [17].   

1.4 Protecting yourself with a personal Firewall 

So now you’ve got an idea of ways you are vulnerable each time while you are online high velocity 

internet connection, compared to an everyday 56kbps connection. What you now need to know is 

how you can protect yourself in opposition to the chance posed by means of this sort of connection.  

1.5 Firewall design 

Firewall design is key to any organization who depends on the security to protect the information 

of the organization. When the firewall software is installed precaution need to be taken based on 

policies set for the inbound and outbound. Considering the below figure gives a clear picture of 

the firewall securing the network from the internet and remote logins[18][19]. Each individual 

packet is monitored over the network layer and helps to decode the packet header of the all the 

traffics that flows in the network. 
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1.6. BACKGROUND 

Most of the organization face various attacks on their network due to the improper planning of 

their network setup, mainly lack of implementation of security standards in the infrastructure. 

Which results in uncontrollable compromise of the network along with huge downtime [20]. 

A computer needs firewall to protect the software from the illegal admission to a secured private 

network. Several tools were available in order to provide security for the systems connected in the 

network such as intranet and extranet. “A firewall absolutely separates the computer from internet 

with a “wall of code” that will check each packet of the data as it indicates in either side of the 

firewall” [21]. 

Firewalls used to enhance the protection by enabling the granular control with which type of the 

system function can be processes to access the network. The firewall can be used by many types 

the signs and the host to grant access. Firewall are most comfortable to operate the sounds and 

setup the system. 

What is non-public Firewall? 

It's miles essential to apprehend the need for the firewall and how firewall allows incoming packet 

within the world of cozy computing. “We want to recognize the desires of the information safety 

as it helps us to recognize how a firewall may additionally deal with those wishes”[22]. 

What is the need for personal Firewall? 

In age of the excessive-velocity net access, you electrically connect your pc to s vast network over 

which, until you’ve got set up a private firewall, you have limited manage and from that you have 

confined safety. Until recently, except you laboured for a company that furnished high pace 

internet get right of entry to. Like whatever, the “high-speed connection” its personal draw backs. 

“In a manner, connecting to the net through excessive-pace connection is like leaving the front 

door of your private home open and unlocked”.   
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• “A constant IP “- Perform smooth interloper who observed your system at the network to 

discovered over and over. 

• “High-speed get admission” to - method that the intruder can work a good deal quicker 

while trying to break into your pc. 

• “Continually lively connection”- way your laptop is exposed on every occasion whilst it is 

linked to net. 

The integrity of data would be paramount in terms of securing the environment with methods 

which is best evolved as per best practices and industry standards. In this research, we would go 

through various methodologies and services, using various authentication and security controls 

used to secure all the various network zones in a heterogeneous environment[24].  

1.7 PROBLEM STATEMENT 

 

In the current day, data compromise and system sabotage are becoming a very common way for 

the perpetrators to hold ransom the victimized environments. This research deals with minimizing 

the damage in case of the occurrence various attack on the network, which will complete affect the 

network performance. This research is intended to reduce down time and loss of service in an event 

of a network compromise or an external attack such as DoS, Distributed Denial of service attacks, 

Brute Force attack, Packet Sniffing and phishing attacks. Appropriate use of security controls in 

the network hence the performance of the network and protecting the resources form inbound and 

outbound network attack. Hence, this research details on the use of firewall in the corporate 

environment which helps to reduce the burden of downtimes during the request for the certain 

services. Adopting to the best practices in industry will minimize the data compromise and helps 

to keep the network more secure. 

1.8 AIM OF THE STUDY 

 

The aim of this research is to make sure the best practices as per industry standards are explored, 

pros and cons would be discussed, to minimize the extent of exposure and data compromise. 
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1.9 RESEARCH OBJECTIVES 

 

To recommend and suggest best infrastructure deployment methodologies and topologies, using 

the best security standards and methods available in the current industry. Focus would be more on 

effective implementation rather than reinventing the wheel as most standards of security are 

already available. 

 

1.10 RESEARCH QUESTIONS 

 

At the end of the literature the following research question should be asked, and we should have 

the answers for the following. 

 

1. As the Goals of securing the network environment achieved? 

2. As an offense (Possible attacks) been tested? 

3. Does the implementation hamper user experience? 

4. Have the best practices as per industry standards been followed? 

 

1.11 SIGNIFICANCE OF THE STUDY 

 

✓ The study would be used as a benchmark to design a network infrastructure, which can 

secure privacy, confidentially and data integrity. 

 

✓ The research would focus on a cost-effective solution with no compromise to the data 

security. 

✓ The main idea behind this research would be to reduce down time and loss of service in an 

event of a network compromise or an external attack. 
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CHAPTER - II 

2. LITERATURE REVIEW 

2.1 Introduction 

In paper [1][2] it is discussed firewall is deployed in the internet to prevent the harmful events 

occurring in the network. There are different types of firewall such as application level gateway, 

packet filtering and circuit level switching. Basic principle will be deploying the firewall to 

monitor the traffic both the inbound and our mail in the networked environment. Network address 

translation is used limit the public IP address in our organization. Packet filtering basically used 

to analyse the packets then decide to pass or halt based on the Ip address of the source and 

destination [27]. 

Firewall protects the internal resource form the outside world and provides the secure manner to 

communicate with the internal system form the external network [2][28]. Virtual connection is 

used for the secure connection between the sender and receiver over the non-secure public 

network. It basically protects the information from the unauthorised access using the encryption 

algorithm and security mechanism to prevent unauthorised access to information. Mostly, 

tunnelling is used to transport the data by encapsulating one protocol over another protocol. It uses 

the public network to decrease the cost [29]. 

Packet filtering firewall allows or blocks the packet based on the rules set. In terms of security 

they can’t make any dynamic decision on packets [4][30]. Dynamic decision is very difficult and 

challenging in the packet filtering firewall, due to this reason network may be more vulnerable. 

The private network resource can be access used the virtual private network with the host machine 

residing on the network. Advancing on the delegated access may restrict the users access the 

internal network. Users are given the privilege to access the resources by allocating the security 

credentials.  

2.2 Network Security Layers 

Access control service helps in handling the access permission to networked environment. VPN 

technology help in proving the authenticating the proxy behalf of remote users [7][31]. Hiding of 
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the real address of the proxy host is done by the network address translation. NAT function were 

used to address the IPV4 routing addressing. High security can be provided by using the increased 

capacity of the firewall and the configuration. TCP handshaking is used to validate the session, 

while considering the packet filtering only valid and authorised packet will pass through the 

firewall [32].  

Considering an example of online examination where firewall helps to make the secure system. 

VPN and NAT helps to make this secure system. User with unique identification and password 

can authenticate the private network. PIN (personal Identification number) is used to authenticate 

the user [30][33]. 

 

Fig 1: Network Security Layers 

Network security layer consist of the information as the core followed by the access rights, 

password/login, data encryption and firewall. Firewall is the key component which protect the 

information from the external login, configuring the firewall is the very important in securing the 

information of the organization [37]. The above multilayered helps to handle the violating activity 

in the network. Most of the organization stores their information on the server and which need to 

be protected from the internal and external threats. From the above the figure the very inner most 
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layer is the access rights which determines which users can use the resources. The username and 

password help to provide security mechanism and it is the simplest method to verify the users. 

2.3 Encryption 

Data encryption is the one of the key methods to protect the information. The most popular 

encryption methods are public key and the private key algorithms. In terms of symmetric key, a 

single key is used to encrypt and decrypt the message between the sender and receiver. Whereas, 

public key encryption algorithm like RSA used the public and private keys. A pair of keys is used 

in term of public key encryption algorithms [36]. 

The last layer is the firewall which helps to prevent the intrusion into the network. It basically 

filters the unwanted traffic between the inbound and outbound traffic in the networks. Firewall is 

the hardware based and host based. Hardware based firewall often expensive and need 

configuration on the network [37]. In terms of software-based firewall, which runs on the system 

allows or blocks the traffic based on the rules defined. 

 

Fig 2: Firewall 
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Firewall allows the legitimate traffic to pass and block the unwanted traffic in the network. The 

above figure clearly depicts the firewall filters the unauthorized and authorized traffic in the 

network [39]. However, firewall can authenticate, protect, record and report etc. 

 

Fig 3: Network with firewall 

2.4 Packet filtering technique 

Securing the resource in the local network is the more challenging. Network resource residing in 

the intranet or FTP server etc. need to provide with the access mechanism using the proxy servers. 

Firewall is not only the security solution for the network related problems and network 

administrator need to do the network monitoring to secure the network resources. Treats to the 

sensitive data can come form any form of the source and mitigation methods need to be placed to 

avoid such situation to increase protection for the corporate information[40]. 

Adopting to the packet filtering technique involves the following rules. Such as  

“1. IP source address  

  2. IP destination address  

   3.Transfer protocols (TCP, UDP, ICMP, etc.)  
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   4.TCP/UDP source port  

   5.TCP/UDP destination port  

   6.ICMP message type  

   7.Interface of incoming/outgoing packet” 

The connection can be blocked for the invalid IP address and source. Protocols such as TELNET, 

SMTP and FTP mostly allowed to transfer into the local network. 

2.5 Virus Infection 

Malware are malicious software which affects the system and network. The virus looks for the 

vulnerable host and copies the code into it and infect the program. These viruses can attach to the 

program wherever they want in order to exploit and create the harm to the systems. Below is the 

figure explain about the virus infection patterns [43]. 

  

Fig 4: Virus Infection pattern 
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Virus header infects the original program and program gets infected by the appending virus. Once 

the original program is infected it can move from one system to another replicating and spreading 

such virus into the network. 

2.6 Firewall configuration 

Firewall configuration helps in putting the policies in place in order to secure the network form 

the external attack [44]. Administrator define the firewall policy to determine which traffic should 

pass through the inbound and outbound. 

 

 

Fig 5: Firewall configuration table 

From the above figures following rules has been set for the network environment. The 

configuration table consist of rules, interface, source and destination IP, destination port, protocol 

and decisions. Decision can be either accept or discard. 

2.7 Port Scanning 

Port scanning is used for understanding the port used by the user either TCP or UDP[51]. Since 

both the protocol uses the different ports the attacker needs to scan the port and under the inner 
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details [48]. It also helps to understand the protocol and operating system used by the user. Usually 

form the different port the remote machine tries to connect with the network. Port scanning is one 

of the methods where used to identify the vulnerable machine. 

 

Fig 6: Port Scanning 

2.8 IP Spoofing 

IP Spoofing is one type of an attack, capturing the packet analyzing the header to obtain the ip 

address of the sender [49]. Masking the IP and transferring the packet with the forget IP address 

and tracking the connection to masked environment. Below Fig shows the counterfeiting of IP 

sender address. 

 

Fig 7: IP Spoofing 



29 
 

2.9 Secure routing 

Routing is can be done on the both flat and hierarchical network [47]. There are several routing 

protocols with different routing strategy. Some if the routing protocols were listed in the below 

figure. 

 

Fig 8: Routing Protocols 

Routing protocols can be classified into reactive, hybrid and proactive based on the nature if the 

routing. These above protocols were needed to route the packets form source to the destination 

residing in the network layer. Updating the route and communication among the peers were very 

critical to provide better routing in the networks. 

2.10 VPNS 

Virtual Private Network allows external users to access the internal resources in the network. 

Security is the key for the VPN functioning were tunneling is used to create secure channel [51]. 

Transactions can be secured using the VPN connection and block the restricted access on the 

network. We can interconnection similar network over another network. Below fig. shows the 

VPN connection in Internet. 
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Fig 9: VPN 

2.11 Single sign on  

Single Sign-on helps to avoid multiple logins in the network. Single sign-on helps to access 

multiple application avoiding multiple login.  

 

Fig 10: Single Sign-on 
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2.12 Network segmentation 

Network segmentation associated segregation square measure extremely effective ways an 

organization will applied to limit the impact of a network intrusion. If enforced properly, these 

ways will create it considerably tougher for associate oppose to find associated gain access to 

organization’s most sensitive information and increase the chance of sleuthing an adversary’s 

activity in an exceeding on timely manner. Historically, network segmentation Associate in 

Nursing segregation has been enforced with a fringe firewall at an organization’s net (or inter-

organization) gateway; or a combine of firewalls close a demilitarized zone that provides a 

sequestered setting between utterly trustworthy[52][10].  

 

 

Fig 11: Segmented Network 

However, merely segmentation a complete network as ‘trusted’ and treating it as ‘flat’ (i.e. the 

whole network as one segment) creates Associate in Nursing setting that needs solely one network 

intrusion for Associate in Nursing opposes to achieve widespread access. A flat network conjointly 

permits Associate in Nursing the opposer to pivot between hosts and services with marginal 

structure and restricted probability of detection [34]. 
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With the opposing the trade craft target in the internal networks directly mistreating the techniques 

like in the various techniques and using various operating system, these are the common flat 

architecture of the network. It will not defend the organizations from up to date cyber threats. As 

a result, it’s necessary for organizations to section the networks. The segregation sensitive data, 

hosts and services from atmosphere in external resources [30]. Specially the electronic mail and 

alternative net facilities. 

Once an individual compromise a network, typically a bunch beneath the management of a Valid 

users suggests that of entertainment services, they'll decide to transfer round the network to find 

and admission sensitive info, hosts and services [47]. To reduce a network intrusion, it ought to 

exhaust potential for the individual to search out and admittance such info, move undiscovered 

round the network and take away info from the network. An individual could decide to build 

connections to satisfy host to additional “victimization tools and techniques” at their disposal. as 

an example, if AN individual has at first compromised a digital computer, they will obtain to make 

a foreign affiliation to a server. 

In research paper [5] the author details “Map a network resource or use legitimate network 

administration tools to access sensitive info or execute malicious code thereon server. this is often 

notably common once an individual target. An organization’s authentication server. Properly 

planned and enforced network segmentation and segregation may be a key security live to help in 

preventing such activities from occurring. Example mitigations embrace expressly disallowing 

remote desktop connections or the employment of common network administration tools from user 

workstations (as most users don't need such functionality), configuring servers to limit the sharing 

of files, and proscribing servers’ ability to speak via remote connections” [11][45]. 

However, for the literature review several firewalls were developed both the hardware and 

software based. In terms of cost hardware based are high and firewall based don’t poses much 

features like the hardware based. Using the appropriate standard increases the downtime and 

performance of the network. In conclusion of the literature review, corporate network needs to 

follow the security standards and policies which enable better services within the organization. 

Internal network can be protected from the remote attacks by properly configuring the firewall 

following the proper security features. 
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CHAPTER - III 

3. PROPOSED WORK 

In this chapter, a network design using the industry security standards to reduce the down time 

and a secure network has been proposed. Using such security standard helps in   

3.1 Proposed Architecture 

3.1.1 Without Segregation and firewall 

 

Fig 12: Network Without Segregation and firewall 
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The above shown network consist of two remote connection from two different places. It consists 

of two internet connections, one connection used for private browsing and other connects to the 

corporate network. VanGuard router has been used in the network to route packets using the frame 

relay internet connection. The IP ranges in all three locations are different in separate subnet. It 

has a server which is dedicated with several roles. Since the network has not been segmented which 

causes uncontrollable attack and downtime, hence affecting the business. 

3.1.2 With firewall 

 

Fig 13: Network setup with firewall 
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The above network is with the firewall and two internet connection terminated on the firewall. The 

firewall also manages the connection to the branches. The firewall is fully enabled with UTM and 

routing polices as per the organization security policy. 

3.1.3 With Segregation (Generated from System View) 

 

 

Fig 14: Segregated Network Topology 

The proposed segregated network consists of various segments such as access control, VOIP, data, 

surveillance network. In the fig details on the various IP networks which are terminated 

independently. 
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192.168.101.X is for Data (Port 1) 

192.168.102.X is for Access Control(Port 2) 

192.168.103.X is for Surveillance (Port 3) 

192.168.104.X is for Wifi(Port 4) 

From the proposed Segregated Network system view internet is connected directly to firewall. The 

network is segmented using the firewall internally. The segregated network controls the access 

between the network segments using the firewall security policies. The above proposed firewall is 

a UTM enabled firewall, which enhances the security of the proposed network at the granular level. 

A complete network is implemented with two ISPs (Orange and Abari) , the traffic is load balanced 

between the two internet connection. 

3.1.4 Security Standards 

The proposed secured network has the following security standards: 

 

• Anti-virus: Anti-virus engine scans for the threats and traffics (both in in-

bound and out-bound) in the network. In addition to the scan it’s also traces 

malware and it is more capable for virus outbreak. It also helps in network 

quarantine in case of virus outbreak. 

 

• Web Filtering:  The web filtering is category-based scan engine, which 

scans inbound and outbound traffic. The filtering polices can be defined by 

means of multiple polices as required by the organization IT policy. 

 

• DNS filtering: The DNS filtering engine checks all DNS query outbound 

requesting external connections. The engine is a category-based standard 

which allows, or blocks based on the polices defined. 
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• Secure routing: The access of information amongst segments is configured 

using source and destination IP as required by the company IT policy. So 

that the communication is controlled between the segments and restricted 

to few trusted hosts. 

 

• VPNS for voice and external access: VPNS is basically used to connect 

the branches to the data center. All Voice over IP (VOIP) credentials are 

encrypted within the IPSec VPN tunnel, which protects the network form 

eavesdropping and packet sniffing. 

 

• Single signon methodologies with secure integration using LDAP 

(wireless access, VPN access): Single Signon is used for wireless and SSL 

VPN authentication. The single signon credentials will be same as the user 

log on to the network. It avoids users having multiple credentials and helps 

to block a user from a single location when he/she leaves the organization. 

 

• Content Filtering: Content filtering is done by the firewall to manage 

content on internet data and key words defined by the IT policy of the 

organization. 

 

• Application Control: It is a scan engine which scans application both 

inbound and outbound on each communication thread. On each 

communication thread the application control polices has been applied to 

match the allow and deny rules. 

 

• IPS/IDS: Intrusion Detection and Presentation is based on the signature, 

which is mapped against the inbound and outbound traffic. Overrides can 

be added in case of false positive detection. 
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Fig 15: Segregated Interfaces 

The above fig shows different interfaces managing each zone of the network infrastructure. 
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CHAPTER – IV 

4 Implementation 

In this research, the proposed system has been implemented with all the corporate security 

standards which enables the secure network. The following has been implement using the firewall 

which helps to reduce the downtime and improved security. Using the following standards such as 

Anti-Virus, Web filtering, content filtering, Application control, IDS/IPS, Secure routing, VPNS 

for voice and external access, Signal sign on methodologies with secure integration using LDAP 

(wireless access, VPN access). 

4.1 Anti-virus 

 

Fig 16: Anti Virus 

The above figure shows the implementation part of the securely configured anti-virus profile as 

per the industry standard and best practices. From the figure it is clear that it consist of scan mode 

which is setup for full scan which is resource intensive but a secure way to scan the traffic. The 

virus detection action is set to block. In additional the profile has functionalities of virus outbreak 

preventive method along with engines for malware scanning. 

 

 

4.2 Web Filtering 
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Web filtering has the following filter profile. The web filter profile helps to allow and block the 

following category.  

1.Local category 

2.Potentially Liable 

3.Adult / Mature content 

4.Bandwidth Consuming 

5.Security risk 

 

Fig:17 Static URL Filter 
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The Above figure show a effectively configured Web filter profile, the filter / restrictions are 

category based, each category would be explained in detail below with its sub sections , the Web 

filter URL filter controls the exceptions for the same for the categories and the URL’s which were 

blocked by the above web filter profile. 

The Legends for the same are as below  

Allowed Category / Subsections  

 

 Blocked Category / Subsections  

 

 Warning would be given to the user, but the Page would go through . 

 

4.3 Potentially Liable 

 Potential Liable consist of following labels such as child abuse, discrimination, drug 

abuse, explicit violence, hacking, illegal or unethical, plagiarism and proxy avoidance. In order 

to achieve the security standard by checking the category listed below. Mostly the potential 

liability will be in the allowed state which is shown below. 
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Fig 18: Potentially Liable Category 

 

4.4 Potential Liable Category in Blocked State 

Potential liable category shown below consist of the block state. In order to avoid the adult and 

mature content which is more potential source for the bandwidth consumption and vulnerable for 

the malware attack on the network. Categories such as abortion, alcohol, alternative beliefs, dating, 

Gambling, lingerie, pornography, tobacco and sex education. 
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Fig 19: Potential Liable Category in Blocked State 

 

 

4.5 Bandwidth Consuming 

Bandwidth Consuming is one of the key issues in the network, firewall configuration needs to 

allow and block certain category to improve the use of bandwidth. Block category consist of fire 
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sharing and storage, Internet Radio and Tv, Internet Telephony, Peer to Peer and streaming media 

and download. Video streaming usually consume huge amount of bandwidth and reduce the 

performance of the internet. Blocking such category will help to enhance the internet speed for 

processing the user request. 

 

Fig 20: Bandwidth Consuming 

 

4.6 Security Risk Category 

Security risk categories are important for the corporate networks where Phishing, spam URLS, 

Dynamic DNS and Malicious websites. Block these categories reduced the vulnerability and 

threats to the network. Firewall need to be configured by blocking such category which helps to 

reduce the potential risk to the network. Security risks are very crucial to the organization which 

leads to the Zero-day attack. 
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Fig21: Security Risk Category 

4.7 General Interest Personal 

General interest category consists of advertising, arts and culture, auction, brokerage and trading, 

child education, content server, digital postcards, domain parking, dynamic content, education, 

entertainment, folklore and games etc. Mostly in the general interest section all the categories can 

be opened, and it depend on the corporate requirement and standard specified to enhance the 

facility. 
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Fig 22: General Interest and Personal Category 

 

 

Fig 23: General and Personal Interest in allowed state 

 

Fig 24 : General Interest with Web-Based Email Blocked state 
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 4. 8 General Interest – Business 

 

 

 

Fig 25: General Interest with Business 
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4.9 DNS filtering 

 

Fig 26: DNS Filtering 

4.10 DNS Filter  

The above Figure illustrates the DNS filter profile, The DNS filter is effective in blocking the 

connection even before the connection is made to any site, if the site is safe the DNS query 

responds, otherwise the Site is blocked, this avoid unnecessary traffic inbound and outbound and 
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the same time reduces overhead on the firewall CPU and memory for processing sites which need 

not be contacted as per the IT policy of the organization. 

The DNS Filter will have the below security features. 

1. Domain block and override filter (exceptions)  

2. IP Block list and white list (exceptions)  

3. Redirect in the case of event match. 

4. Blocks Botnets sites  

The figures below provide some examples of BOTNET filters and subcategories which can be 

added to the profile, it also shares the same database as for the web filtering categories to even 

make it more safe and secure on the DNS queries being made. 

 

Fig 27: Fortiguard Category based filter 

Category based filter consist of the following category such as potential liable,  adult/mature 

content, bandwidth consuming, security risk, general interest such as personal and business and 

unrated. Each of these categories as lot of sub categories which can be configured to determine for 

allowing and blocking based on the security standard set by the organization. 
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 Fig:28 (i) Botnet C&C Category 
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Fig:28 (ii) Botnet C&C Category 
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Fig:29 Botnet - Filtering service for account validation 

 

Fig:30 (i) Botnet Category 
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Fig: 30(ii) Botnet Category 

 

Fig: 30 (iii) Botnet Category 
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Fig: 30 (iv) Botnet Category 

: 

 

Fig: 30 (v) Botnet Category 

: 



60 
 

 

Fig:30 (vi) Botnet Category 

  

 

Fig: 30 (vii) Botnet Category 
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4.11 Application control with overrides 

The Below figure show a effectively configured Application control profile, the filter / restrictions 

are category based, each category would be explained in detail below with its sub sections , the 

application control overrides controls the exceptions for the same for the categories and the 

categories which were blocked by the below application control  profile. 

The Legends for the same are as below  

Allowed Category / Subsections  

 Blocked Category / Subsections  

 Allows the site but ,Logs the session 

 

 

Fig: 31 Edit Application server 
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Below are some detailed examples of each category , which were used to strengthen the security 

, each subcatergory is being dsipalyed in detail for reference along with their risk ratings 

 

Fig:32 (i) Application control – Business category 
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Fig:32 (ii) Application control – Business category 
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Fig: 32 (iii) Application control – Business category 

4.12 Application control – Cloud IT category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for Cloud IT category. 
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Fig: 33(i) Application control – Cloud IT category 
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Fig: 33 (ii) Application control – Cloud IT category 

 

4.13 Application control – Collaboration category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for Collaboration category. 
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Fig :34 (i) Application control – Collaboration category 
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Fig :34 (ii) Application control – Collaboration category 

4.14 Application control – Email category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for email category. 
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Fig :35 (i) Application control – Email category 
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Fig: 35 (ii) Application control – Email category 

4.15 Application control – Game category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for game category. 
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Fig: 36 (i) Application control – Game category 
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Fig: 36 (ii) Application control – Game category 

 

 

Fig: 36 (iii) Application control – Game category 

4.16 Application control – General Interest category  



73 
 

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for general Interest category. 

 

 

Fig: 37 (i) Application control – General Interest category 

 

 

Fig: 37 (ii) Application control – General Interest category 
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Fig: 37 (iii) Application control – General Interest category 

 

Fig:37 (iv) Application control – General Interest category 
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Fig: 37 (v) Application control – General Interest category 
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Fig: 37 (vi) Application control – General Interest category 

 

Fig: 37 (vii) Application control – General Interest category 
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Fig: 37 (viii) Application control – General Interest category 

 



78 
 

 

Fig: 37 (ix) Application control – General Interest category 

 

Fig: 37 (x) Application control – General Interest category 
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Fig: 37 (xi) Application control – General Interest category 

 

4.17 Application control – Network Service category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for network service category. 

 

 

Fig: 38 (i)Application control – Network Service category 
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Fig:38 (ii)Application control – Network Service category 

 

Fig: 38 (iii)Application control – Network Service category 
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Fig: 38 (iv)Application control – Network Service category 

 

  

Fig: 38 (v)Application control – Network Service category 
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Fig: 38 (vi)Application control – Network Service category 

 

 

Fig: 38 (vii)Application control – Network Service category 

 



83 
 

4.18 Application control – P2P category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for P2P category. 

 

Fig:39 (i) Application control – P2P category 

 

 

Fig:39 (ii) Application control – P2P category 
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4.19 Application control – Proxy category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for proxy category. 

 

 

Fig: 40 (i) Application control – Proxy category 
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Fig: 40 (ii) Application control – Proxy category 

 

 

Fig: 41 (iii) Application control – Proxy category 
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Fig: 41 (iv) Application control – Proxy category 

 

4.20 Application control – Remote Access category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for remote access category. 
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Fig: 42 (i) Application control – Remote Access category 
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Fig: 42 (ii) Application control – Remote Access category 

 

4.21 Application control – Social Media category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for social media category. 

 

Fig: 43(i) Application control – Social Media category 
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Fig:43 (ii) Application control – Social Media category 
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Fig: 43 (iii) Application control – Social Media category 

 

4.22 Application control – Storage Backup category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for storage backup category. 
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Fig: 44 (i) Application control – Storage backup category  
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Fig: 45 (ii) Application control – Storage backup category 

 

 

Fig: 45 (iii) Application control – Storage backup category  
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Fig:45 (iv) Application control – Storage backup category  

4.23 Application control – Update category  

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard for update category. 
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Fig:46  Application control – Update category  

4.24 Application control – Video /Audio category 

This category controls the flow of application in the internet link. The below figure shows the 

various categories using this standard. 
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Fig: 47 (i) Application control – Video /Audio category  

 

 

Fig: 48 (ii)Application control – Video /Audio category 



96 
 

 

 

Fig: 49 (iii) Application control – Video /Audio category 

 

 

 

Fig: 49 (iv) Application control – Video /Audio category 



97 
 

4.25 IPS sensor 

IPS sensor signature are shown below, can be setup with block or quarantine actions. The sensor 

signature can be modified to block the network activity based on its behavior. 

 

 

Fig:50 IPS sensor 
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Fig:50 Edit filter – IPS filters 
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The Above Figures demonstrates , the IPS sensors , which are signature based and can be applied 

to the firewall rules , internally and externally , the action field displays the action in case of the 

event match to the rule. 

4.26 SSL inspection 

 

Fig:51 SSL/SSH Inspection Profile 

The above figure, displays the security features that is enabled on the traffic which is SSL enabled 

, the SSL traffic is checked using certificate inspection , Sites with invalid certificates can be 

allowed as exceptions. 
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4.27 Logs and reports of events  

The setup is capable of the below Log and events , to monitor the operations of the network , it is 

important the logs are check periodically and any anomalies are acted upon with due care , along 

with the monitoring we can setup automated email alerts based on the type of the event , where an 

email would be triggered without human intervention , below is the figure which display the events 

with which alerts can be triggered to the IT administrator. 

 

Fig 52: Logs and report of events 
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The below figure email alert system, for the security events. Which consist of following fields 

such as SMTP server, Port , default reply to, authentication and security mode.In this 

implementation port 465 is used as the SMTP for communication. 

 

Fig:53 Email Service 

The alert can be set up for security, which as intrusion detection, web filter, policy denied traffic. 

Administrative setup consist of disk usage, administrative login, configuration change, 

authentication and HA status change. 
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Fig 54: Email alert Setting 

 

4.28 Firewall Policy summary  

Below is the figure which displays the summary of the firewall policies , the directions are internal 

to internal & internal to external ( WAN – internet facing ) and vice versa , each policy can be 

enables with the security standards discussed above in a granular method . 
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Fig 55: Firewall Policy summary 
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4.29 Granular Firewall Policy configuration – with Security standards enabled. 

Below is the figure which demonstrates a policy with all security standards, discussed above 

each of the standard is enabled after it is being created as a profile. 

 

Fig 56: Granular Firewall Policy configuration – with Security standards enabled 
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4.30 Firewall compliance & Up to date definitions  

It is important that the subscription on the device is active, as every day new threats are evolving 

and being spread across the internet, it is paramount that the firewall is up to date with the new 

updates, below is the figure which demonstrates the device compliance and the date of the release 

of the relevant updates. 

 

Fig 57: Firewall compliance & Up to date definitions 
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CHAPTER – V 

RECOMMENDATION 
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CHAPTER - 5 

 

5.1 Recommendation 

From the research, the following recommendation should be taken into consideration before 

designing a infrastructure for any corporate network. 

1. Select a suitable firewall based on security requirements 

2.Configuring the security standards as per the best practices 

3.Monitoring of security events and recording using syslogs server 

4.Use single sign-on wherever possible 

5.Use web filtering by blocking all and allowing what is needed 

6. Use Application filtering by blocking all and allowing what is needed 

7. Use DNS filtering by blocking all and allowing what is needed 

8. Use IPS filtering by blocking all and allowing what is needed 

9.Segregate important areas of the network 

10.Use proxy-based packet scanning rather than flow based 

11.Use SSL inspection 

12.Update the firewall firmware for performance and accuracy 

13.Use VPNs for remote access 

14.Use vulnerability scanning tools on the network frequently 
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15.Monitor bad logon attempt to the firewall 

16. Setup automated network isolation in the event of system compromise detection 

17.Restrick access to the firewall configuration only from trusted host 

18.Manage separate login credential for the firewall administrator with segregation of duty 
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CHAPTER – VI 

CONCLUSION AND FUTURE RESEARCH 
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CHAPTER - 6  

6. Conclusion and Future research 

6.1 Conclusion   

 

 In this research, a secure network environment has been created using the firewall security 

standard based on the company security policy. It is paramount that the security standards are 

optimized based on the security guideline as per the best practices and industry standards. This 

research has been carried out in the real time environment to prove the robustness of the 

environment against malware attacks and system compromise event, hence reducing the downtime 

and loss of data integrity. 

It is evident from the implementation that the current firewall setup configuration can safeguard 

network environment incase of system breaches and compromise. The security standards such as 

web filtering, content filtering, DNS filtering, application control, IPS and network segregation 

play a major role in securing the environment against any possible attack on the network. 

 

6.2 Future research 

 

In order for the security standard to work effectively it is important that the definitions are regularly 

updated to secure the network against nature of Zero-day attack. This research can be further 

carried by implementing network segregation in conjunction with the security standard discussed 

in the above research. 
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